Examining Online Cheating in Higher Education Using Traditional
Classroom Cheating as a Guide

Kerry Adzima
Pennsylvania State University of Erie, The Behrend College, Sam and Irene Black School of
Business, 5101 Jordan Rd., Erie, PA 16563

kak38@psu.edu

DOI: 10.34190/JEL.18.6.002

Abstract: Academic dishonesty in higher education is a perverse problem affecting institutions of learning in many countries
across the globe. More alarmingly, numerous studies have pointed to increasing rates of cheating and plagiarism over the
past few decades offering a wide array of explanations and theories for this trend. A relatively new feature of both higher
education and the discussion of academic dishonesty involves the growing market for online education. Within the last
decade, online education has become a permanent fixture increasing its reach in education markets throughout the world.
The trend of online education is seen as bringing with it a new set of opportunities and challenges related to academic
dishonesty. With high rates of cheating already a well-documented problem in the traditional (face-to-face) learning
environment, it is important to analyze how online education factors into this scenario. The goal of this paper is to provide
the reader with a critical analysis of the current literature on academic dishonesty in online education and to propose areas
for future research where gaps in the literature exist.
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1. Introduction

Academic dishonesty in higher education has been a topic of concern for many decades. An abundance of
research has been conducted that considers various forms of cheating, reasons for cheating, and ways to prevent
it. It should be noted that academic dishonesty and cheating will be used interchangeably in this paper as is
common in the literature (Trenholm, 2006/2007, p. 284). Until recently, most of this research has been
conducted from a traditional (face-to-face) classroom perspective. However, in the last part of the twentieth
century with the proliferation of the Internet, a new online educational environment has been created for which
cheating can be analyzed. Online education, as defined by Allen and Seaman (2015), consists of 80 percent or
more of a course’s content being delivered online. On the other hand, hybrid or blended learning has 30-79
percent of a course’s content being delivered online (Allen and Seaman, 2015).

In the past decade, many issues have been raised regarding the validity and quality of online education and the
use of synchronous and asynchronous online learning in higher education. With synchronous online courses,
students are typically required to participate in virtual class meetings at specific times. In this case, there is often
an opportunity for students to interact with their instructors in real time and to get instant feedback on their
progress. Alternatively, students can enroll in fully asynchronous online courses which do not require specific
meeting times. In these courses, there are often weekly deadlines, but otherwise students work at their own
pace. In addition, with some online education programs, students can participate in blended or hybrid courses
where online learning is a component of the course with teachers and students still interacting in a physical
classroom.

Many researchers claim that online learning presents a new set of opportunities and challenges for teachers and
administrators when it comes to maintaining academic integrity (Kennedy et al., 2000; Rowe, 2004; Shachar and
Neumann, 2010). At the extreme, some teachers and academic administrators worry that students can register
for courses and then pay someone else to take the courses for them (Kasprzak and Nixon, 2004). For example,
Hollis (2018) found that a web search using terms such as “student-for-hire” or “ghost student” revealed an
expanding industry offering services dedicated to providing imposter students. Some teachers also assert that
a lower student-perceived risk of getting caught makes it almost impossible to prevent student collaboration or
the use of unauthorized materials leading to overinflated grades in the online environment.

Rowe (2004) and Bedford, Gregg, and Clinton (2011) have also suggested a variety of new opportunities that
students can employ when engaging in academic dishonesty in the online environment such as waiting for
another student to take the exam and then obtaining the answers using screenshots and emails, or students
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taking the exams together in pairs or groups. Students can also claim that they received fraudulent error
messages to garner extra time to study or to get the answers from another student. In addition, many
unauthorized test banks from popular textbook publishers are available online and if given enough time to
complete an assessment, students may be able to look up answers or find similar questions to gain an unfair
advantage.

Despite these new opportunities and challenges, online learning at the post-secondary level has seen steady
growth since 2012, even as overall college enrollments have been declining. Specifically, online education in the
United States increased by 5.6 percent from Fall 2015 to Fall 2016 bringing the number of students taking at
least one distance course to 6,359,121, representing 31.6 percent of all students (Seaman, Allen, and Seaman,
2018, p.3). As colleges and universities continue to invest time and other resources into developing online
courses and education programs, it will become increasingly important to study the prevalence of academic
dishonesty in this environment and to continue developing strategies to prevent it (Cronan, Mullins, and
Douglas, 2018; Vehvildinen, Lofstrém, and Nevgi, 2018; Ngo et al., 2018). Ensuring the validity of online courses
is a crucial part of an institution’s ability to successfully offer online degree programs and to support their
continued growth and development. It should be noted that Massive Online Open Online Courses (MOOCs) were
left out of this analysis due to the limited number of higher education institutions experimenting with this mode
of delivery.

Although the literature that pertains to academic dishonesty in the online setting is still in its infancy, especially
compared to the literature that examines traditional classroom cheating, the past two decades have ushered in
an abundance of research with an expansive set of noteworthy topics and results. Given the upward trend in
online education, it is important to begin examining what researchers are finding in the early stages of its
development. The goal of this paper is to provide an overview of the research pertaining to academic dishonesty
in the online environment for higher education. The paper is organized around four major themes (also referred
to as categories) that emerged while conducting this review. The themes were broadly centered around the
following issues: (1) Factors that potentially contribute to online cheating behaviors, (2) Student and faculty
perceptions of online cheating behaviors, (3) The prevalence of cheating online compared to cheating in the
classroom and (4) How cheating behaviors differ within proctored and unproctored environments.

2. Defining ‘cheating’ or ‘academic dishonesty’ in the classroom and online.

Before examining the literature pertaining to academic dishonesty in online education, it is useful to first
establish how cheating is defined. It is interesting to note that many generic definitions of cheating seem to be
applicable in both the face-to-face and online setting. For example, according to Cizek (2003) academic cheating
is “any action that violates the established rules governing the administration of a test or the completion of an
assignment; any behavior that gives one student an unfair advantage over other students on a test or
assignment; or any action that decreases the accuracy of the intended inferences arising from a student’s
performance on a test or assignment.” Although this author was referring to cheating in the classroom, one
could certainly argue that this definition could be applied in an online setting as well. The difference however,
lies in the methods or techniques students use to gain an unfair advantage. For example, in the classroom
setting during an exam, a dishonest student may look at another student’s test or use unauthorized notes hidden
from the instructor. Although both behaviors are plausible, the inherent risks of getting caught are usually high
enough to prevent most students from attempting these behaviors in the classroom. On the other hand, in the
unproctored online setting, there is no way to confirm that the student registered for the course is taking the
assessment, and if they are, there is no way to prevent him or her from getting unauthorized assistance. In both
cases, the student’s actions constitute “a behavior that gives one student an unfair advantage over other
students on a test or assighment” but the perceived risks and methods to gain that advantage are different
depending on the learning environment.

King, Guyette, and Piotrowski (2009, p.4) provided the following definition of cheating: “a transgression against
academic integrity which entails taking an unfair advantage that results in a misrepresentation of a student’s
ability and grasp of knowledge.” The authors then go on to mention that in the online context “this includes
obtaining inappropriate assistance either from an online source or adjutant, plagiarism, and false self-
representation.” In this case, the definition of cheating could once again be applied to both the classroom or
online environment. However, in this example, King, Guyette, & Piotrowski (2009) make it a point to specify
how the cheating methods may differ or be more pronounced in the online environment.

www.ejel.org 477 ISSN 1479-4403



The Electronic Journal of e-Learning Volume 18 Issue 6 2020

To better understand how students perceive the concept of cheating, Raines et al. (2011) conducted a qualitative
study to examine the definition of cheating in the online environment from a student’s perspective. The findings
of their study revealed that most students believe that breaking the rules, dishonesty, and not doing the work
themselves are behaviors that constitute cheating. The authors also found that students perceived there to be
a difference “between the expectations in an online and classroom-based course” and therefore students are
“influenced by the boundaries of the learning behaviors established in each course by the faculty.” More
specifically, students mentioned that in online courses they are often allowed to look at course notes or the
textbook when taking assessments, but they are not allowed to look up answers online. Raines et al. (2011)
conclude that online instructors need to be very careful and precise when defining the acceptable learning
behaviors and expectations regarding assessment practices in their courses.

In summary, cheating occurs when students engage in dishonest behavior. What constitutes dishonest behavior
needs to be clearly defined generally by university or college honor codes and defined in specific terms by course
instructors. Dishonest behavior in both the face-to-face and online settings results in the student gaining an
unfair advantage which misrepresents their true knowledge and abilities. The new opportunities and challenges
pertaining to academic dishonesty in the the online environment are due in large part to the absence of physical
proctoring of course work. This can lead to student identity issues, the use of unauthorized materials or
assistance, and the perception that there is a lower risk of getting caught.

3. Methodology

Given that the definition of cheating remains intact when discussing different learning environments, this study
was conducted by first considering cheating behaviors in the classroom and establishing a set of parameters or
categories for which these behaviors could be studied in the online environment. Key word searches were
conducted using a variety of databases (ProQuest, SpringerLink, Education Information Resources Center (ERIC),
JSTOR, and EDUCAUSE Library.) The initial search used ERIC and the words ‘cheating,” AND ‘academic dishonesty’
OR academic integrity.This search provided an extensive list of 242 articles that mainly focused on classroom
cheating. Articles that were not from academic peer-reviewed outlets or before 1990 were not examined. While
examining the remaining articles, the first category for analyzing cheating in the online environment was
established: ‘the factors that contribute to cheating behaviors.” This category has been well-researched in the
literature for the face-to-face learning environment. More specifically, the factors that contribute to classroom
cheating have been classified as individual factors (also known as demographic and personality factors), and
situational (also referred to as contextual) factors (McCabe and Trevino, 1997; Crown and Spiller, 1998; McCabe,
Trevino, and Butterfield, 2001). Once the main factors that contribute to classroom cheating were established,
additional key word searches were conducted using the aforementioned databases. These searches focused
more specifically on the online environment using thefollowing key words:: ‘online education,” OR‘distance
education,’OR ‘online learning,” OR ‘online academic integrity’ OR ‘distance learning,” OR‘asynchronous online
education,’OR ‘synchronous online education,” OR‘academic dishonesty in online education,’OR ‘cheating
online,” OR ‘online plagiarism.” In this search, 78 articles from 2000 to 2019 were found. All articles that listed
individual factors or situational factors that contribute to online cheating behaviors were analyzed. After
excluding articles that only discussed online cheating issues using anecdotal evidence, or for which online
cheating was not the main focus of the paper, 63 articles remained and were analyzed.

While examining the above-mentioned academic articles that referenced online cheating factors, the next
category to emerge as a prevalent issue in this literature was student and faculty perceptions of online cheating
behaviors. This category emerged as relevant because social norms theory, which suggests that an individuals’
behavior is influenced by misperceptions of how their peers think and act, has been used to examine student
and faculty perceptions of academic misconduct in the classroom. In particular, Hard, Conway, and Moran (2006)
used social norms theory to study student and faculty perceptions of academic misconduct and found that
students overestimate the frequency of cheating by their peers in the classroom setting. Since students and
faculty are found to overestimate the amount of academic misconduct in a face-to-face setting, the perception
that it is easier to cheat in the online setting could conceivably enhance these beliefs even further and lead to
more cheating online. Examining student and faculty perceptions of online cheating behaviors is thus important
from both a theoretical and practical standpoint.
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The third category or theme to emerge when conducting this review was the prevalence of cheating online
compared to cheating in the classroom. The papers reviewed in this category compared the occurrence of
cheating in the classroom to cheating online using self-reported survey methods.

The final issue examined in this paper was the difference in cheating behaviors between proctored and
unproctored environments. Because of the new opportunities to cheat and the challenges that instructors face
when trying to prevent cheating, it is important to analyze those papers that look directly at how the absence
of physical proctoring influences the rate of cheating. These papers were grouped by empirical approach first
and then by the authors’ results. The remainder of this paper examines each of these four major themes.

In summary, when conducting a systematic review, it is important to clearly define the inclusion and exclusion
criteria upon which the review is based. As mentioned above, all articles that referenced one of the four major
themes were included in this review. The methodologies used in these papers included: self-reported surveys
and randomized or experimental designs. These studies included students who took both asynchronous online
classes and those students who took face-to-face classes that had an online component. In addition, both
qualitative and quantitative methods were appropriate and therefore included as acceptable research designs
when selecting papers for review. Papers that examine online cheating only began to appear in the literature
from 2000 onwards and thus the timeframe for this study was predetermined. The exclusion criteria were based
upon publication type and relevance to the four major themes. Working papers, conference proceedings, policy
briefs, and popular press articles were not included in this analysis. Papers that mentioned online cheating but
did not focus on one of the four major themes were excluded. For example, papers that examined the use of
online tutorials to prevent cheating or papers that focused on how cheating impacted the effectiveness of online
learning were not relevant to this study and thus excluded.

4. The factors that may contribute to cheating behaviors

While there are several factors related to academic dishonesty, most studies that analyze cheating have broadly
separated these factors into two types: individual factors (also known as demographic and personality factors),
and situational (also referred to as contextual) factors (McCabe and Trevino, 1997; Crown and Spiller, 1998;
McCabe, Trevino, and Butterfield, 2001). For comparison purposes, papers that examine the individual and
situational factors for both classroom cheating and online cheating are discussed below.

4.1 The individual factors that contribute to cheating behaviors in the face-to-face classroom

Studies that analyze the individual factors contributing to academic dishonesty in the face-to-face classroom are
abundant. Variables such as age, gender, intellectual ability, ethnicity, college major, extracurricular
participation, employment status, level of schooling and self-esteem have been considered as potentially
important factors that may be correlated with cheating behaviors (lyer and Eastman, 2006). Of these variables,
the three that have consistently been shown to have an impact on academic dishonesty in the traditional
classroom are age, gender, and intellectual ability. Specifically, both younger students and male students are
shown to cheat more often, and in general, students with higher intellectual abilities have been found to engage
in less academic misconduct compared to their peers with lower ACT scores, intelligence and grade point
averages (GPA’s), (Whitley, Nelson, and Jones, 1999; McCabe and Trevino, 1997; Athanasou and Olasehinde,
2002; Underwood and Szabo, 2003; Simon et al., 2004; Lau and Haug, 2011; Kisamore, Stone, and Jawahar,
2007.)

Other studies, such as those that look at individual factors related to personality, have received less attention in
the academic dishonesty literature in the face-to-face classroom. However, Simha and Cullen (2012, p.29) found
that students are more likely to cheat when they are categorized as ‘impulsive, risk taking, attention-seeking,
low in responsibility, and tend to be externals on the locus of control measure.’

4.2 The individual factors that contribute to cheating behaviors in the online environment

Research that analyzes the individual factors contributing to academic dishonesty in the online environment is
less abundant and the findings are a bit more mixed compared to those of the traditional classroom setting. For
example, Lanier (2006) analyzed 1,234 self-reported cheaters in traditional and online courses and found that
males are more likely to cheat online and that older students, married students, graduate students and students
with a higher GPA are less likely to self-report cheating in their online courses. Similarly, Miller and Young-Jones
(2012), Kidwell and Kent (2008), and Peled et al. (2019) found that older students are less likely to cheat but in
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contrast to Lanier (2006), these authors observed no significant difference in cheating levels based on gender.
In addition, Costley (2017) is the only paper found to exclusively survey online students in order to analyze
student characteristics in relation to academic misconduct. The author reported that neither age nor gender are
related to cheating behaviors in a Korean online learning environment but that ‘students who are in their earlier
years of study are more likely to cheat than their senior peers,” (Costley, 2017, p.320).

Interestingly, and in contrast to most studies, Watson and Sottile (2010) surveyed 635 online and face-to-face
undergraduate and graduate students and found that more females (37.8 percent) self-report cheating in online
courses compared to males (20.8 percent). Finally, Peled et al. (2019) also analyzed the relationship between
cheating, personality traits, and motivation and found that conscientiousness, agreeableness, intrinsic and
external motivation and emotional stability are all predictors of lower levels of academic dishonesty online.
Additionally, the authors noted that “online courses are not a predominant factor in the prediction of
misbehavior.”

4.3 The situational factors that contribute to cheating in the face-to-face classroom

Over the past several decades, many studies have looked at how students feel about cheating and how those
feelings relate to their behavior in a face-to-face classroom. Some studies have revealed a trend in the student
culture becoming more accepting of academic misconduct (Brimble and Stevenson-Clarke, 2006). Some
students even see cheating as a way to maintain a level of fairness since they believe so many of their peers are
engaging in dishonest behavior (Engler, Landau, and Epstein, 2008). On the other hand, some students self-
report a lack of time due to time-consuming commitments unrelated to schooling such as work, family, and
extracurricular activities as a factor leading to dishonest behavior (Owunwanne, Rustagi, and Dada, 2010). In
addition to time pressures, many students feel pressure to achieve high grades. This type of pressure may be
self-inflicted or students may feel pressure from their families or employers who offer to pay for their schooling
as long as they maintain a certain level of achievement.

Other studies such as and Smyth and Davis (2004) have shown that although approximately 90 percent of
students report that cheating is wrong, a large majority of those students (75 percent and 45 percent,
respectively) admit to cheating anyway. Many theories have been developed to try and explain this
contradictory behavior. For example, Simha and Cullen (2012) suggested that deterrence theory may explain
why students continue to cheat even after admitting they know it is wrong. Specifically, deterrence theory
demonstrates that unethical behavior can be discouraged by increasing both the perceived probability of being
caught and the severity of punishment for the behavior (Buckley, Wiese, Harvey, 1998). Therefore, if students
perceive a small chance of getting caught in conjunction with little to no punishment when they do, this may
increase their willingness to engage in dishonest behavior. In addition, deterrence theory is applicable when
considering student perceptions of peer behavior. For example, researchers have suggested that when students
believe their peers are cheating without penalty, they will then be more inclined to engage in that behavior
themselves (McCabe, 1992; McCabe, Trevino, and Butterfield, 1999).

Another theory that gained popularity in the 80’s and 90’s related to academic dishonesty was that of
neutralization. Neutralization is defined as ‘a process of explaining or legitimizing one’s dishonest behavior
rendering it neutral or no longer dishonest,” (Wideman, 2008, p.4). This theory predicts that students justify
their dishonest behavior by deflecting blame and arguing that special circumstances caused them to cheat which
protects them from being held accountable or feeling guilty (McCabe, 1992). According to Meng et al. (2014,
p.67), ‘blaming others and attributing problems to external sources are prime examples of neutralizing attitudes
that enable cheating.’

Recently however, researchers are starting to find that cheating is becoming more of a cultural norm and that
many students no longer feel the need to provide justification for their dishonest behavior (McCabe, Butterfield,
and Trevino, 2012). For example, Stiles, Wai Wong, and LaBeff (2018) proposed that age cohorts or generations
may help to explain this cultural shift. In particular, the authors study academic entitlement, a primary
characteristic associated with millennials, as a potential contributing factor to cheating. Academic entitlement
is defined as ‘preferring to receive more from one’s academic experience than one’s peers and preferring to get
more from one’s academic experience than one gives to it’ (Miller, 2013, pp.655—656). Using a study of 506
undergraduate students, Stiles, Wai Wong, and LaBeff (2018, p.829) concluded that ‘academic entitlement is
significantly related to participants’ reports of cheating on major exams, weekly quizzes, class assighments (term
papers, lab assignments, homework assignments), and helping others to cheat.’
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Another recent trend that is receiving attention in the academic dishonesty literature deals with contract
cheating. This form of cheating was defined by Clarke and Lancaster (2006) as ‘the submission of work by
students for academic credit which the students have paid contractors write for them.” Research by Bretag et
al. (2018) investigated a variety of outsourcing behaviors in an Australian University and found that the following
three variables were significantly correlated with contract cheating: dissatisfaction with the teaching and
learning environment, the perception of multiple cheating opportunities and speaking a language other than
English at home. It should be noted that the authors did analyze the mode of study as a correlating factor,
however, only a small number of online only students were surveyed making generalizations problematic.

4.4 Applying the theories that relate to situational factors in the classroom to the online setting

The situational factors associated with cheating behaviors discussed above have been primarily studied from
the standpoint of a face-to-face classroom. However, it is plausible that deterrence theory, neutralization and
academic entitlement all play a role in the cheating behaviors of online students as well. To understand how
these theories can be applied, it is important to first discuss how the online environment can potentially
contribute to academic misconduct. One characteristic of online learning that may correlate with cheating
behaviors is the higher degree of anonymity in this environment compared to a face-to-face classroom. Although
some students in large traditional classrooms can also maintain some degree of anonymity if they choose, the
opportunity to remain anonymous in the online environment is arguably much higher.

Several articles claim that the lack of face-to-face contact between teachers and students creates a psychological
barrier that makes students feel as if dishonest behavior is more acceptable (Heberling, 2002; Rowe, 2004;
Stuber-McEwen, Wisely, and Hoggatt, 2009; Sande and Xuetao, 2018). Since anonymity can prevent students
from developing a connection with their instructor, it may remove some of the guilt students feel about the act
of cheating. In addition, the distance creates a perception that it is easier to cheat online because of increased
opportunities and a diminished chance of getting caught (Chapman, 2004; McNabb and Olmstead, 2009). Using
the same line of reasoning, the perception that it is easier to cheat online may solidify or strengthen the belief
that the students’ peers are also cheating more often and without consequences (Styron and Styron, 2010;
Costley, 2018). Anonymity is thus a potential contributing factor to online cheating that relates to both
deterrence theory and neutralization theory.

Another issue associated with anonymity that is shown to increase instances of academic dishonesty is the
students’ perception that they are receiving a low-quality educational experience (McCabe, Butterfield, and
Trevino, 2012). Although there are many papers that address this issue from an offline perspective
(Owunwanne, Rustagi, and Dada, 2010; Beasley, 2014), it is possible that the attributes of online learning can
intensify this notion due to the feeling of isolation many students encounter in this environment. Accordingly,
Costley (2017) found that online students are more likely to engage in dishonest behavior when they are not
satisfied with or interested in the course they are taking and student dissatisfaction is often related to poor
course design (Costley, 2018; Arnold, 2016; Brent and Atkisson, 2011). Students may consider courses to be
poorly designed if the assignments or topics covered are not engaging or relevant to the student’s learning goals
or because the courses are perceived as being too difficult or time consuming. In addition, online students may
turn to academic dishonesty if they feel the instructor has provided insufficient feedback, guidance, or support
and if they do not believe the instructor has implemented adequate safeguards against cheating (Owunwanne,
Rustagi, and Dada, 2010; Beasley, 2014). In general, if students believe the online environment is to blame for
the poorly designed course, this could be a ‘special circumstance’ that leads to academic dishonesty as predicted
by neutralization theory.

Another factor that may contribute to dishonest behavior is the students’ lack of knowledge or
misunderstanding of their institutions academic integrity policy. Although this can be a problem for all types of
dishonest behavior (in both the face-to-face and online environments), it is most often referenced regarding
plagiarism (McMurtry, 2001). In particular, many authors have found that ‘plagiarism is often misunderstood by
students’ (Brent and Atkisson, 2011, p.656.) In fact, some students do not know how to appropriately cite
sources and therefore the act of plagiarism is inadvertent. In other instances, students develop an attitude of
indifference towards plagiarism and therefore it becomes more of a deliberate act (Auer and Krupar, 2001; Stiles,
Wai Wong, and LaBeff, 2018). More alarmingly, students may know that they cheated or plagiarized but falsely
and intentionally claim they were not given enough information to fully understand what was expected of them
(Brimble and Stevenson-Clarke, 2005; Ryan et al., 2009; Beasley, 2014).
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When it comes to plagiarism in the online environment, a lack of knowledge or a misunderstanding of academic
integrity policies can still be a contributing factor, however, anonymity can potentially lead to additional or
enhanced concerns for this type of misconduct. More specifically, research has shown that the lack of a personal
relationship between the teacher and student may lead to higher levels of plagiarism online (Ewing, Anast, and
Roehling, 2016; Sendag, Duran, and Fraser, 2012). For example, in a face-to-face course, students often meet
with their instructors to discuss an assignment such as a research paper. During these meetings, instructors can
ask questions and engage in a dialogue that would make it hard for students to misrepresent someone else’s
work as their own. When students submit a rough draft in the online environment, using detection software
may help to curb plagiarism, however, without face-to-face contact, it becomes harder to establish whether
students are submitting their own work or the work of a friend, or engaging in contract cheating. As deterrence
theory predicts, the lack of direct contact may increase online cheating behaviors if students perceive an
increased opportunity to engage in plagiarism with lower chances of being caught. In addition, although the
punishments for plagiarism through contract cheating have been found to be quite severe including suspension
and expulsion (see for example, Tennant and Duggan, 2008), students have been found to have a more relaxed
attitude when it comes to contract cheating. For example, Newton (2015) found that students expressed the
opinion that a more lenient penalty than expulsion is appropriate in cases of contract cheating. These relaxed
student attitudes toward contract cheating and how they relate to the idea of academic entitlement in the online
environment needs to be further explored in the literature.

Overall, anonymity can be a potential situational factor contributing to dishonest behavior in online learning.
The lack of face-to-face contact between the teacher and student can enhance the perception of increased
opportunities to cheat and the perceptions of high levels of peer cheating. Deterrence theory, neutralization
and academic entitlement all provide explanations for the occurrence of academic dishonesty and all three are
applicable in both the face-to-face and online learning environments.

5. How student and faculty perceptions of online cheating prevalence impact cheating
behaviors

Ten articles were found that directly compare student perceptions of academic dishonesty in online versus face-
to-face courses. Five of these articles concluded that students believe cheating is easier or more prevalent in
online courses, three articles revealed mixed results, and two articles revealed evidence that students see no
difference in the incidence of cheating between the two modes of delivery. Finally, one article was included in
this section that looks at student perceptions of the proctored versus unproctored environment. The articles are
discussed in more detail below and are grouped together based on the authors’ conclusions.

5.1 Student Perceptions of Online Cheating Behaviors

In a widely cited paper, Kennedy et al. (2000) surveyed behaviors and perceptions of 172 online and face-to-face
students at the undergraduate and graduate levels and revealed that 57 percent believe that cheating would be
easier in online classes. However, the authors also mention that experience taking an online course reduces
that perception. Similarly, King et al. (2009) reported that of the 121 undergraduate business students surveyed,
73.6 percent held the perception that it was easier to cheat online compared to a face-to-face classroom. In this
sample, the authors did not find any statistically significant difference in the responses between students who
had experience taking online courses and those who did not. Miller, Shoptaugh, and Parkerson (2012) surveyed
639 undergraduate and graduate students from two different universities with varying majors and showed that
57.2 percent agreed that cheating online was easier than cheating in a face-to-face setting.

Watson and Sottile (2010) surveyed 635 online and face-to-face undergraduate and graduate students. The
responses indicated that the students believed their peers were five times more likely to cheat in an online class
than in a face-to-face class and that they themselves are four times as likely to cheat in an online class. Stuber-
McEwen, Wisely, and Hoggatt (2009) surveyed 225 online and face-to-face (upper and lower division)
undergraduate students and members from both groups believed more cheating occurs in online courses.

The three articles that reveal mixed results are Charlesworth, Charlesworth, and Vician (2006), Harmon,
Lambrinos, and Buffolino (2010) and Watters, Robertson, and Clark, (2011). Charlesworth, Charlesworth, and
Vician (2006) surveyed a sample of 175 students in a web-enhanced first year chemistry course and found that
although 40 percent of students think online assessments encourage more cheating, another 40 percent think
there is no difference. Harmon, Lambrinos, and Buffolino (2010) used a sample of 100 students from both online
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and face-to-face introductory economics courses and found that 59 percent of students perceive the frequency
of overall cheating to be about the same in online and face-to-face formats. Watters, Robertson, and Clark (2011)
used survey responses from 98 undergraduate accounting majors from two universities and reported that 45
percent believe cheating is more prevalent online, 21 percent believe it is not more prevalent, and 34 percent
give a response of no opinion. The authors concluded that it is not clear whether most students perceive more
cheating to be taking place in the online environment.

Hart and Morgan (2010) and Black, Greaser, and Dawson (2008) report findings that suggest students do not
perceive a difference in the levels of cheating based on mode of delivery. Specifically, Hart and Morgan (2010)
used survey responses from 44 students in an online cohort and 330 students from a traditional classroom in a
registered nurse to baccalaureate in nursing (RN-BSN) program and reported very low levels of cheating from
both formats. In addition, there was no significant difference found between the two groups regarding how
frequently they think plagiarism on written assignments, inappropriately sharing work in group assignments, or
cheating during tests or examinations occurs in their program. The authors also noted that overall, their
respondents were mostly white, female, married and planned to continue their education in graduate school
which likely influenced the results.

Black, Greaser, and Dawson (2008) surveyed 1,068 undergraduate students primarily aged 18-22 taking an
online psychology course. The authors reported that 81 percent of the students believe that cheating is no more
prevalent in their online courses than their traditional courses. Although the authors did not provide
information specific to the sample, they note that ‘reviews of enrollment data have shown that students in these
online courses are generally in later academic years and have higher GPA’s,” Black, Greaser, and Dawson (2008,
p.24).

Finally, Spaulding (2009) looks at the student perception of cheating from the perspective of the proctored
versus unproctored environment. Here, the author surveyed a sample of 103 undergraduate students (85
percent of which were female) from two sections of a technology integration course in a teacher education
program. The courses only differed by how assignments and tests were delivered. In one section, all assighments
and tests were completed in the classroom with a proctor while in the other section all assignments and tests
were completed outside of the classroom and without a proctor. The sample contains 76 students from the
proctored testing and assignment format and 27 students from the unproctored format. The author observed
no significant difference in students’ perception of the academic integrity of their own behavior or other
students’ behavior based on how the assessments were delivered.

5.2 Faculty Perceptions of Online Cheating Behaviors

There are four articles found to analyze faculty perceptions of online versus traditional student cheating
behaviors. The earliest article by Kennedy et al. (2000) reported that 64 percent of the 69 faculty members
surveyed believe cheating is easier online. However, they also observed that experience teaching an online
course reduced that percentage. This is consistent with Yates and Beaudrie (2009) who conducted faculty
interviews and reported that faculty members who do not teach online believe academic dishonesty is more
likely to occur in an online course. In contrast, they found that faculty who have taught fully online courses
perceived there to be no significant differences in test scores between the two environments. Using 76 survey
responses of faculty teaching online and in-class courses, McNabb and Olmstead (2009) concluded that those
faculty who teach online did not see a discernable difference between instances of cheating in online versus the
in-class format. Kelley and Bonner (2005) used a sample of 296 faculty and 131 administrators in their survey
of academic dishonesty perceptions. Of their respondents, 52.2 percent either used the web in their courses or
had taught online. Of this population, 65.6 percent claimed ‘they did not perceive an increase in the amount of
academic dishonesty in their courses,” Kelley and Bonner (2005, p.48).

In summary, student and faculty perceptions play an important role in understanding cheating behaviors. Social
norms theory says overestimations of problem behaviors in our peers will cause us to increase our own problem
behaviors. Hard, Conway, and Moran (2006) found that students overestimate the amount of cheating that
occurs in traditional classrooms and five of the ten articles analyzed here showed that students either perceive
cheating to be easier or more prevalent online. However, half of the articles revealed mixed results or concluded
that student’s see no difference in the prevalence of cheating in the two environments. Given the conflicting
results from these studies, additional research is needed for generalizability. In addition, although there is only
a small sample of articles that focus on faculty perceptions of online versus face-to-face cheating behaviors, the
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consensus from these articles revealed that faculty perceptions vary depending on their online teaching
experience. More specifically, faculty with online teaching experience in these studies do not believe cheating
is more prevalent in the online environment.

6. The prevalence of cheating online compared to traditional cheating in the classroom

There are eight articles reviewed in this paper that employed self-reported survey methods to directly compare
the cheating behaviors of students in the online and face-to-face environments. Two of these articles revealed
that online cheating is more prevalent, two found that there is no difference, and four concluded that cheating
is less prevalent online. The articles are discussed in more detail below.

Lanier (2006) examined survey responses from 1,234 undergraduate and graduate students and observed that
students are more likely to cheat online. Specifically, 41.1 percent of students admitted to cheating online while
only 4.4 percent reported cheating in a face-to-face course. As mentioned previously, Miller, Shoptaugh, and
Parkerson (2012) found that of the 639 students (531 undergraduates and 109 graduates) surveyed, 53.7
percent believed it is easier to cheat online. To test the accuracy of their results, they looked at within-subject
comparisons of those students who had experience with both online and face-to-face courses, and between-
subject comparisons of those students who had experience with only one mode of delivery. The within subject
comparison revealed that more students admitted to cheating in online classes. The between subject
comparisons revealed a smaller rate of cheating for students who only took online courses. However, when the
authors controlled for age, the difference between the two groups became insignificant.

The two articles that revealed no differences between self-reported cheating behaviors between face-to-face
courses and online courses are Grijalva et al. (2006) and Watson and Sottile (2010). Grijalva et al. (2006) used a
randomized response method to gather data from 796 undergraduate students who took an online course and
estimated a three percent rate of cheating. The authors concluded that this rate of cheating is consistent with
the level of cheating in a face-to-face classroom from a single class (Kerkvliet and Sigmund, 1999; Karlins,
Michaels, and Podlogar, 1988). Watson and Sottile (2010, p.5) examined self-reported cheating behavior of
undergraduate and graduate students and the results of their student survey revealed that ‘32.1 percent
admitted to having cheated in a live class and 32.7 percent admitted to cheating in an on-line class at some point
in their higher education coursework.” Thus, the response rates do not reveal a discernable difference in
cheating behaviors between the two modes of delivery.

Kidwell and Kent (2008, p.S9) used 248 survey responses from online students and 210 from face-to-face
students to compare cheating behaviors of the two groups. Of the face-to-face students, 78 percent admitted
to cheating at least once whereas only 35 percent of the online students reported that they ever cheated. The
authors noted however, that the average age of the online students was 35.8 compared to 22.4 for face-to-face
students. In addition, 78.2 percent of the online students were female compared to 68.4 percent female in the
face-to-face group. Because of these differences, the authors controlled for age and gender in their analysis and
concluded that ‘study mode itself explains differential rates of cheating beyond the influence of age or gender.’

Stuber-McEwen, Wisely, and Hoggatt (2009, p.2) surveyed 225 undergraduate students (87 online and 138
offline) and found that ‘students in this sample were more likely to cheat in traditional classroom settings and
less likely to cheat in online courses.” The authors also noted that age could be a confounding factor since most
of the online classes surveyed are offered through their school’s adult program whose participants are on
average older.

As mentioned previously, Hart and Morgan (2010) used survey responses from 44 students in a registered nurse
to baccalaureate in nursing (RN-BSN) program and 330 students in the same RN-BSN program that was
conducted fully online to compare academic dishonesty in the two formats. The results showed the traditional
classroom RN-BSN students reporting higher levels of cheating compared with the online students. However,
the authors note that the higher levels of reported cheating in the traditional format dealt mostly with
collaborative cheating behaviors. Since online students do not interact with each other as much as face-to-face
students do, this may explain why they reported less of these types of cheating behaviors.

Peled et al. (2019) used survey responses from 841 U.S. students and 1,634 Israli students in both online and
face-to-face courses to assess their personality and willingness to engage in academic misconduct. The findings
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indicated that in both countries, dishonest behaviors are greater in face-to-face courses than in online courses.
The authors suggested that their results are consistent with the notion that students in online courses may have
higher levels of intrinsic motivation to learn or are able to learn independently which reduces their desire to
cheat (Zhang, 1998).

7. How cheating behaviors differ within proctored and unproctored environments

There are 15 studies that used an experimental (randomized or observational) design to compare cheating
behaviors in an unproctored versus proctored environment. It should be noted that at the time of this study,
proctoring software was still in its infancy and many online instructors were still conducting unproctored
assessments. As proctoring software becomes more readily available and affordable, future research should
focus on how proctoring software impacts student and faculty perceptions of academic dishonesty in the online
environment.

The articles are discussed below and grouped first by the type of experimental design and then within each
design by the authors’ results.

7.1 Randomized experimental designs

There are three articles that employed a randomized experimental design to compare online cheating behaviors
in proctored and unproctored testing environments and one study that used a randomized experimental design
to compare cheating behaviors in a proctored in-class testing site to an online unproctored testing site.

Hollister and Berenson (2009) examined 217 students enrolled in one of two sections of an introductory
computer literacy course. The only difference between the two sections was how the exams were administered.
Both sections took their exams online, however, in one randomly assigned section, the exam was given in a
classroom with a proctor and in the other section it was taken offsite without a proctor. The results showed
that although the unproctored environment had ‘significantly more variation in their performance results,’ there
was no evidence of cheating behaviors in this setting (Hollister and Berenson, 2009, p.290).

Fask, Englander, and Wang (2014) improved upon Hollister and Berenson (2009) by accounting for the
confounding effects of taking an online exam. More specifically Fask, Englander, and Wang (2014) used an
experimental design and controlled for the increased opportunities to cheat in the online environment as well
as the physical and psychological differences between proctored in-class testing and unproctored online testing.
The results of their study using 44 students from two sections of an introductory statistics course indicated that
students taking the online exam have a greater propensity to exhibit cheating behaviors.It is important to note
that the author’s approach was not technically a randomized design, but they believed the assignment of
students to each type of testing was effectively random.

A related study by Alessio et al. (2018) used a randomized design in six sections of an online medical terminology
course to examine students’ quiz scores and the time taken to complete them. To investigate the impact of
proctoring software on student performance, students were assigned a sequence of four proctored and
unproctored online quizzes. For example, one sequence could be proctored, proctored, unproctored,
unproctored, while another sequence could be unproctored, unproctored, proctored, proctored. The study
controlled for exam difficulty, course design, instructor effects, and student majors. The results indicated that
students who were tested without proctoring software took more time to complete the quizzes and scored
better on average (7-9 points on a 100 point quiz). The authors concluded that the unproctored students were
likely using the extra time to look up answers using prohibited resources.

Hylton (2016) randomly assigned 270 undergraduate students enrolled in the same course at a private university
to either a treatment or control group. All students took their exams online from the same pool of questions.
The treatment group was monitored via webcam by a Web-based proctor, while the control group was
unmonitored. The results showed no statistically significant difference between the two sets of test scores
although those students who took the unproctored exam had slightly higher scores. In addition, the unproctored
students took significantly longer to complete the exam. The author concluded that one explanation for this
result could be that the unmonitored students perceived a greater opportunity to engage in dishonest behavior
than those who were monitored.
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Overall, when confounding factors are controlled for, the results of the randomized experimental studies point
to higher levels of cheating that may be correlated with the unproctored environment.

7.2 Observational Designs

Although there are many observational studies in the literature that reveal higher exam scores of students in
unproctored versus proctored environments, not all of these studies attribute their findings to cheating
behaviors (Prince et al. (2009); Carstairs and Myors, (2009). In contrast, the 11 studies reviewed in this paper all
reference cheating as part of the analysis.

Yates and Beaudrie (2009) studied 850 grades from a variety of distance education mathematics courses and
compared 406 students who were evaluated in a proctored testing environment with 444 students who were
evaluated fully online with unproctored testing and found no significant difference in grades between the two
groups. However, this paper was later critiqued by Englander, Fask, and Wang (2011) for not including a uniform
set of techniques to suppress cheating, for not accounting for selection bias and changes in online resources
over time, for using an inappropriate outcome measure, and for overstating their conclusions.

Beck (2014) employed a statistical model to predict academic dishonesty using student scores (80 proctored and
19 unproctored) on mid-term and final exams from three sections of an introductory course with the same
instructor in the same semester. The model controls for student ability, academic ranking, major, and age. The
author concluded that students in online courses with unproctored testing are no more likely to cheat on an
examination than proctored students in a hybrid or face-to face-course. In addition, the author also noted that
there is no evidence that students with lower GPA’s are more likely to enroll in online courses which was
suggested by Englander, Fask, and Wang (2011).

Ladyshewsky (2015) used a sample of 250 post-graduate students enrolled in a management and leadership
course and observed no increase in the mean test scores overtime for those students who took an unsupervised
online multiple-choice test compared to those students who took the multiple-choice test in a supervised
classroom. The author concluded that concerns about increased cheating in the online format are not
supported. Similarly, Peng (2007) analyzed the multiple-choice test scores of 65 undergraduate students in a
corporate finance course and 69 undergraduate students from an investments course. In this study, five quizzes
were administered online and a sixth was administered in a proctored classroom. The author found no
statistically significant differences in multiple-choice test scores between the in-class and online testing formats
and concludes that the online format of quizzes did not make it easier to cheat.

Metz (2008) analyzed quiz performance from two large undergraduate biology courses. Although the courses
in this study were taught in a traditional face-to-face lecture format, some quizzes were conducted online.
Specifically, 90 students took online quizzes and 98 students took in-class quizzes. The authors looked for
evidence of ‘information leaks’ but show that students who waited until later to take the quizzes scored 10-15
percent lower than those who took the quizzes earlier. The authors also compared the online quiz scores to a
previous year’s in-class quiz scores and found no significant difference between the average scores in the two
formats. The author concluded that as long as preventative measures are taken to discourage cheating, online
assessment scores will not be influenced by acts of academic dishonesty.

Harmon and Lambrinos (2008) compared the incidence of cheating between proctored and unproctored exams
in an online class using a sample of 60 students in paired sections of a principles of economics course. The only
significant difference between the two sections is that in one section the 30 question (multiple choice) final
exam was proctored and in the other section it was not. Students did not know prior to enrolling in the course
whether their final would be proctored or unproctored. To detect cheating, the authors controlled for the
student’s cumulative GPA at the beginning of the semester, age, academic major, and college grade level and
compared the R-squared statistic for each exam. The authors concluded that cheating is evident because the
control variables ‘did not explain nearly as much of the variation in test scores in the unproctored format as they
did in the proctored format,” Harmon and Lambrinos (2008, p.123).

To improve upon the model used by Harmon and Lambrinos (2008), Fask, Englander, and Wang (2015) employed
a latent variable model to analyze the cheating patterns of 52 undergraduate students taking an introductory
statistics course. The authors observed that GPA (as mentioned previously) and attendance (mastery variables)
are related to cheating. This implies that class attendance and GPA ‘become less important predictors of grades
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when students can more easily cheat on an online exam than they are when students’ cheating opportunities
are limited by a proctored exam’ (Fask, Englander, and Wang, 2015, p.8). The authors concluded that although
‘cheating is the most reasonable interpretation of the latent variable,” (Fask, Englander, and Wang, 2015, p.9)
the testing environment itself may also explain a higher level of performance in an unproctored setting.

Arnold (2016) also attempted to improve upon the Harmon and Lambrinos (2008) model by employing an
algorithm developed by Jacob and Levitt (2003) to detect ‘unexpected fluctuations in test results’ Arnold (2016,
p.101) using data from 461 students who took proctored exams in mathematics and unproctored online exams
in microeconomics, statistics, and accounting. The author revealed that the ‘ability of human capital variables
to explain the variation in unproctored test grades is slightly lower than their ability to explain proctored test
grades’ Arnold (2016, p.105). In addition, they also found that cheating is more likely to occur in the unproctored
setting than the proctored setting.

Daffin and Jones (2018) analyzed data from 1,694 undergraduate students taking online psychology classes
ranging in difficulty level. The authors noted that the typical online student in their study is a working adult in
their 30s or 40s with a family coming back to study after being out of school for a period of time. The authors
revealed that ‘the mean percentage earned on proctored exams was significantly lower than the percentage
earned on non-proctored exams’ Daffin and Jones (2018, p.138). They also found that students took almost
twice as long on unproctored exams as they did on proctored exams. The authors concluded that cheating is
one possible explanation for such findings but also suggested the findings could be related to general test
anxiety.

Richardson and North (2013) analyzed exam scores from three undergraduate courses and one graduate course.
Specifically, they compared 11 proctored exams against 22 identical unproctored exams and found that the class
average on the unproctored exam was higher for 19 out of 22 cases. In addition, the difference was statistically
significant in 15 of those cases. The authors concluded that this finding is ‘a strong indicator of significant
cheating’ Richardson and North (2013, p.270).

Alessio et al. (2017) used a natural design study of 147 students enrolled in nine sections of the same
undergraduate online course to test whether online quiz results were lower when proctored than when
unproctored. In the study, instructors from four sections of the course used either a proctoring software called
Software Secure or one called Respondus Monitor. The results indicated that students took significantly more
time to complete their online quizzes and quiz scores were on average 17 points higher when students were not
proctored using video monitoring. The authors concluded that this difference is large enough to suggest that
students may resort to academic dishonesty when not being proctored during online assessments.

It should be noted that since observational studies can only establish that associations exist between higher test
scores and cheating but cannot establish a cause-and-effect relationship, the results of the observational studies
reviewed above should be viewed with caution. In addition, since about half of the studies did not find a
significant relationship between test scores and cheating and the other half of the studies did, the ability to
generalize the results is limited.

8. Discussion

The strand of literature that considers academic dishonesty from on online perspective is currently in its infancy,
especially when you think of it relative to the literature on academic dishonesty in general. There are several
papers reviewed here that have made significant contributions and have provided meaningful results. However,
there are still many topics and issues that need further investigation. By going back to the four major themes
covered in this review, the gaps in the literature can be better defined.

The first major category reviewed was the factors that contribute to cheating behaviors. These factors were
broken down into two categories: individual factors and situational factors. Papers that considered individual
factors from the face-to-face perspective were examined briefly for comparison purposes. In both the face-to-
face and online environments, younger students are found to engage in cheating behaviors more often while
those students with higher GPA’s are found to cheat less. It should be noted however, that because of the small
number of papers that examine individual factors for online students, and given the overall mixed results,
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generalizations should be considered with caution. In addition, since only one study focused exclusively on
students in online courses, additional research in this area is warranted.

For the situational factors, many issues from the face-to-face environment have been examined such as student
culture, time constraints, risk and punishment, as well as academic entitlement. Unfortunately, the literature
pertaining to situational factors for online cheating is scarce and limited in scope. For example, there are three
papers, Costley (2017), Arnold (2016) and Brent and Atkisson (2011) that suggest student dissatisfaction as a
result of poor course design influences online cheating behaviors. However, Arnold (2016) did not test this result
directly but instead offered student dissatisfaction as an explanation for poor performance, Costley (2017) only
looks at one specific cheating behavior, and Brent and Atkisson (2011) only sampled a single class. In addition,
although Bretag et al. (2018) do consider mode of study as a contributing factor to cheating, as the authors point
out, the percentage of online students are under-represented in their sample and therefore results should be
interpreted with caution. Given the relevance of situational factors for explaining cheating behaviors in the face-
to-face classroom, this topic needs to become a priority in the online literature as well. In particular, researchers
should consider how situational factors in the online environment can be explained using deterrence theory,
neutralization theory, and academic entitlement. By focusing on and exploring these relationships, online
instructors could gain insights for improving course design.

The second theme covered in this review are the student and faculty perceptions of online cheating behaviors.
Given the mixed results and small number of papers available on these topics, additional research that considers
specific cohorts of students and faculty in this area would be beneficial. For example, do student perceptions
differ based on age, gender, field of study, college level, experience with online courses, and do faculty
perceptions differ based on field of study, years of online teaching experience, types of assignments and
assessments used (course design), and so on. Finally, given that many students perceive there to be increased
opportunities to cheat in the online environment, it is important that future research focus on how technology
can continue to improve student-teacher relationships in this setting to help circumvent these issues.

The third theme reviewed in this paper considered the prevalence of cheating online compared to traditional
cheating in the classroom. The results of the self-reported surveys did not provide a definitive conclusion when
comparing cheating behaviors in the two environments. However, the studies did reveal that confounding
factors such as age, gender and experience taking online courses can influence the results. It should also be
noted that various concerns have been raised about the validity of self-reported surveys of student cheating
(Baumeister, Vohs, and Funder, (2007); Porter, (2011). For example, social desirability bias predicts that
respondents deny socially undesirable behaviors but admit to socially desirable behaviors (Randall and
Fernandes, (1991) leading to underreported levels of academic misconduct as suggested by Miller, Shoptaugh,
Parkerson (2008). However, given the nature of the topic, self-reported surveys are still an important tool for
analyzing cheating behaviors. Once again, additional research on a larger scale comparing online and traditional
cheating in the classroom would be beneficial for online instructors.

The last theme discussed in this paper deals with cheating behaviors in proctored versus unproctored
environments. This is an especially important topic as proctoring software is becoming more readily available.
There are four papers that use a randomized design to examine cheating behaviors. Three out of the four papers
find that unproctored students are more likely to engage in dishonest behavior. However, Fask, Englander, and
Wang (2014) used a small sample of 44 students and although the results of the paper revealed that “online
testing does facilitate student cheating,” the authors cautioned that the methodology they used needs to be
tested in a large class situation to determine if the results can be replicated. Additional research employing
experimental designs will be extremely useful in determining the need and future demand for proctoring
software in online courses.

In addition to the experimental designs, there were also 11 papers reviewed that studied the proctored and
unproctored environments using observational studies. The results of these studies are also mixed, however,
many of these studies should be interpreted with caution as many of them had small sample sizes. More
specifically, seven out of 11 had samples of less than 100. Of the remaining four that had larger sample sizes,
three of those papers concluded that cheating is more likely in the unproctored setting. When conducting future
research using observational designs, studies using larger sample sizes that control for confounding factors will
add more depth to the online academic dishonesty literature.
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9. Conclusion

Academic dishonesty in higher education has been a topic of concern for many decades. The research analyzing
this topic is abundant, covering many aspects of cheating behaviors in the face-to-face classroom. In addition,
many researchers claim that online learning provides a new set of opportunities for students to engage in
dishonest behavior and therefore creates a new set of challenges for teachers as they design their online
courses. Given the growth of online learning in higher education, it is important to understand how cheating
behaviors have changed and adapted to this new environment. The goal of this paper was to examine how
cheating in the online environment has thus far been addressed in the literature and to make suggestions for
future research where gaps in the research are found to exist.

The paper is organized into four major themes. The first theme reviews the individual and situational factors
that have been found to contribute to cheating in the online learning environment. The papers that analyzed
the relationship between individual factors and academic dishonesty in the online environment revealed mixed
results with only age and GPA being mentioned as contributing factors in more than one study. This is in contrast
to the face-to-face studies that found age, gender and intellectual ability to affect cheating behaviors more
consistently. It was suggested that additional research is needed in this area to better understand the individual
factors related to online cheating behaviors.

When considering the situational factors related to academic dishonesty in the online environment, anonymity
and student perceptions are found to be important factors influencing dishonest behavior both directly and
indirectly. Anonymity can be both a challenge for teachers and an opportunity for students because online
learning can prevent a personal connection from forming between the students and teachers. This can lead to
feelings of isolation, dissatisfaction with course design, and an increased perception of cheating opportunities.
It was suggested that future research on situational factors in the online environment be examined more
formally on a larger scale using already accepted theories from the traditional learning environment.

The next section of the paper focuses on the second theme: student and faculty perceptions of online cheating
behaviors. The papers reviewed on this topic also revealed mixed results. About half the papers claimed that
students believe cheating is more prevalent or easier online. The other papers are either inconclusive or found
the opposite to be true. Future research that considers how these perceptions are formed and what factors
contribute to these perceptions was suggested. In addition, although the papers looking at faculty perceptions
were also inconclusive, they did reveal that experience teaching online courses has an impact on beliefs.
Specifically, faculty with experience teaching online observed cheating to be no more pervasive in this
environment compared to the face-to-face setting. It is also interesting to note that Hard, Conway, and Moran
(2006) argued that the efforts taken to prevent student cheating are related to faculty perceptions about
academic misconduct. Specifically, they believe that faculty are more likely to take measures to prevent cheating
when they perceive cheating to be more frequent and will be more likely to confront students about the
suspected misconduct. Since in general, the faculty who have experience teaching online do not see a significant
difference between the levels of cheating in a face-to-face environment versus online, future research should
focus on how faculty perceptions of online cheating are related to the various cheating deterrence mechanisms
implemented in this environment. Some examples of deterrence mechanisms include: proctoring software,
biometrics, honor codes, high penalties for cheating, time limits on assessments, and randomizing examination
questions.

The third section of this paper reviews the literature comparing the prevalence of cheating online to cheating in
the classroom using eight self-reported surveys. Overall, two articles found that cheating is more prevalent
online, two found no difference, and four reported cheating to be less prevalent online. Although self-reported
surveys are an important tool for analyzing sensitive subjects such as cheating, they must be evaluated carefully
due to an inherent bias that causes students to underreport bad behavior.

The fourth and final section of this paper considers 15 articles that used experimental designs to compare
cheating behaviors in proctored versus unproctored environments. Four of these papers used a randomized
experimental design and when confounding effects are accounted for, the results revealed that unproctored
assessments can lead to higher levels of suspected cheating. The remaining 11 papers are observational studies.
The results of the observational studies are mixed but those with larger sample sizes seemed to suggest that
cheating is more prevalent in the unproctored environment. Given this result, additional research that studies
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online proctoring tools and services would be valuable to instructors specifically, and to colleges and universities
in general.

Overall this paper provides a review of the literature that relates the extensively studied topic of academic
dishonesty in the classroom to the relatively new issue of online learning in higher education. Although many of
the factors that influence student cheating behaviors in the face-to-face environment are also relevant in the
online environment, the ways in which these factors are perceived and addressed are often different. In
addition, due to the mixed results found in both the perceptions of cheating as well as the actual cheating
studies, further empirical research is especially important to better understand cheating in the online
environment. In particular, more studies employing randomized experimental designs are needed to gauge the
levels of online cheating and to help teachers better understand how they can address academic misconduct in
their courses.
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