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Evaluating the performance of business Web sites has been a constant concern of researchers in different fields. 
This article presents an approach that contributes to the development of a methodology to assist researchers, 
developers and managers to establish criteria to evaluate and build digital business environments. Based on a 
multiple case study in three large banks in Brazil, this article proposes and tests a model of three dimensions to 
evaluate virtual business environments from the user's point of view: functionality, evaluates the offered services 
profile; reliability, investigates the security of a transactional site; and usability evaluates the quality of user 
interaction with the site. 
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1. Internet banking in Brazil  
Internet banking has been reported as the 
most important innovation for banking services 
deployment of the last years. In Brazil, like 
other countries, Internet banking has grown 
very fast. Since the early adopters in 1996, 
banks offering Internet banking services 
jumped from only 9 banks in 1997 to 75 banks 
in 2003 (Diniz 2004). These numbers are even 
more impressive if one considers that these 
banks represented 83% of the total assets of 
the whole banking system of the country at 
that time.  
 
In terms of transactions, Internet banking has 
kept the highest growth rate among all of the 
banking channels. Between 1998 and 2002, 
while the whole banking system had increased 
20% a year in the total number of transactions, 
the ones made through the Internet had a 
growth rate of 180% a year. The figures (CIAB 
2003) also show that Internet banking 
transactions represented more than 10% of all 
banking transactions in Brazil, in 2002. In order 
to make a comparison, ATMs, the most used 
channel for transactions, held at the time 
something around 30% of the total number of 
transactions. 
 
Also the number of Internet banking users in 
the country has skyrocketed. According with 
studies carried out by the bankers federation 
(CIAB 2003), the number of clients banking on 
the Web almost doubled between 2000 and 
2003, from around 8 millions to 15 million, less 
than 10% of them being from company 
accounts.  
 
In 2003, most of the banking services offered 
in regular branches and ATMs were also found 

on the Internet. As shown at the table 1, this 
phenomenon of large adoption of Internet 
banking can be observed by all the main banks 
operating in Brazil. It is also important to notice 
that the use of Internet banking use in Brazilian 
banks reaches higher rates than other 
countries. While, in Europe, Internet banking 
use rate is around 18% of the clients, in Brazil, 
similarly with USA, the same rate is around to 
23% (Hessel 2003). However, as one can see 
in the table, some of the main banks in Brazil 
have surpassed this percentage.  
Table 1: Percentage of clients per bank using 

Internet banking in Brasil 
Banks  % clients 

banking on 
the  
Web 
(2002)* 

% clients 
banking on the 
Web (2003)** 

Banco do Brasil 20% 33% 
BankBoston  42% 
Bradesco  33% 
Caixa 
Econômica 
Federal 

15%  

Citibank  35% 
HSBC 16%  
Itaú 22%  
Real ABN Amro  28% 
Santander 15%  
Unibanco  26% 

Source: Business Standard*; Gazeta Mercantil**  
Although the numbers mentioned above show 
the growing importance of Internet banking, 
they do not say anything about how the 
services are offered. That is exactly the point 
this article intends to focus on. With many 
banks offering different on-line services to such 
a large amount of clients, the question is to 
develop ways to evaluate the quality of these 
services. In the next session it will be 
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2. Reliability: defines the level of transaction 
security, focusing on the elements that 
may contribute to user trust; 

presented a discussion on Web site 
evaluation, aiming the development of a 
framework for evaluate the quality of Internet 
banking services. 3. Usability: defines user interaction with the 

website, focusing on the ease of browsing 
and performance of tasks leading to 
completion of the transaction. 

2. Web site evaluation 
Website quality has been evaluated from many 
different approaches. A number of models 
derived from the Technology Acceptance 
Model – TAM (Davis 1989) are used to create 
a Web evaluation framework (Heidjen 2001; 
Horton et al. 2001; Lederer and Maupin 2000; 
Moon and Kim 2001; and others). These 
models highlight website usability and utility. 
The WebQual (Barnes and Vidgen 2000; 
Loiacono et al. 2000) and the e-ServQual 
(Zeithalm et al. 2002) models add additional 
analysis dimensions, such as reliability, 
security and privacy (among others).  

The purpose of this article is to propose and 
test a model based on these three dimensions 
and capable of making a contribution to the 
development of methodologies to evaluate and 
compare virtual business environments from 
the perspective of website users.  
 
For each one of the above dimensions, this 
article presents a coherent set of criteria that 
may be useful to virtual business environment 
evaluation and design. We propose an 
analytical framework for business 
environments in the Web based on: (i) the set 
of services offered; (ii) investigation of security 
requirements adopted in business Websites; 
and (iii) Website usability.  

 
In addition to these customer-focused models, 
the quality of the Web sites can be evaluated 
from the software development side. Pressman 
(1997) advances the FURPS – functionality, 
usability, reliability, performance and 
supportability – quality factors for software 
development, and Mendoza et al. (2002) 
create an ISO/IEC 9126-based portal 
environments evaluation model.  
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Certain Brazilian studies on Web evaluation 
have concentrated on set of on-line services 
offered (Soares and Hoppen 1998; Diniz 1999; 
Angulo and Albertin 2000; Nogueira et al. 
2000; Steil et al. 2001; Cunha and Reinhard 
2001; Mariano et al. 2002). Others studies 
address browsing- and design-related aspects 
(Ramos and Costa 1999; Nogueira et al. 2000; 
Steil et al. 2001; Cunha and Reinhard 2001; 
Sartori et al. 2002; Oliveira 2002; Ferreira and 
Leite 2002). A few also investigate transaction 
security and reliability aspects (Soares and 
Hoppen 1998; Sartori et al. 2002). A significant 
share of these works also try to establish 
criteria and attributes that may be used to 
evaluate and compare virtual business 
environments (Cano et Becker 1999; Freitas et 
al. 2001; as well as others in previous 
references).  

Figure 1: Evaluation model of digital business 
environment 

In the proposed model, each of these three 
dimensions is further subdivided into three 
other levels (Figure 1), according to the level of 
difficulty involved in implementing the relevant 
resources at the corresponding dimensions. 
The outermost layer contains factors more 
easily implemented on a Web-based business 
site, the intermediate layer contains medium-
difficulty factors, and the innermost layer 
contains factors most difficult to implement. 
Below, we discuss each of these factors in 
greater depth and consider each dimension’s 
characteristics. 

 
Considering all these models and studies, as 
well as the authors’ experience with the 
evaluation of business websites, three 
concepts appear common:  
1. Functionality: defines the set of services 

offered, focusing on business opportunity 
and strategy; 
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3. The functionality dimension � Dissemination: as a vehicle to publish 
information 

Functionality, meaning the online services 
offered, is the first dimension to consider when 
studying virtual business environments. Prior 
to anything else, when a company decides to 
offer its services on the Web, it must consider 
which services may best result benefits for the 
company and its customers and partners. This 
dimension varies according to the industry and 
company strategy, as well as the profile of the 
customers for whom a particular set of services 
is intended.  

� Transaction: as a channel to perform 
transactions 

� Relationship: as a tool to improve 
relationship with users 

Within the categorization above, a second 
dimension of the services is also taken into 
account to determine the degree of adherence 
of the services in each category to interaction 
models commonly used in the Web. This 
second dimension subdivides each of the three 
categories above into: (i) Basic services (least 
changed as compared to channels other than 
the Web); (ii) Intermediate services (adopting 
some Web elements but not entirely 
innovative); and (iii) Advanced services 
(specifically developed for the Web 
environment). Table 2 summarizes the division 
of the categories above according to the 
different interaction levels for each service 
class.

 
Diniz et al.(2002) categorize Web services 
based on direction of the information flow 
between users and the corporation over the 
Web. The authors identify certain technical and 
organizational requirements for on-line 
services implementation. One major element of 
this categorization is its focus on the services 
offered, which divide into the three categories 
below: 
Table 2: Categorization of website services 

 Basic Intermediate Advanced 

Dissemination News 
Institutional 
Promotion 
Publications 

search tool 
downloadable documents and forms  
links  

information customizing  
use of audio/video resources 
 

Transaction requests  
sign-up 

inquiries  
payments 

Online services delivery   
new payment means  

Relationship e-mail 
forms 

cookies 
calculators 

chat 
forum  

(Source: Diniz, 2002) 
 
4. The reliability dimension 
More than a purely technical matter, many 
experts regard security as a matter of 
customer perception (Albertin, 1999). As in 
conventional transaction environments, the 
digital world too security is never an absolute 
(Camp, 2000). Transaction errors may occur, 
be it out of bad faith, user naiveté or lack of 
expertise, misconduct, fraud, theft, aggression 
or trespass by third parties. In addition to 
straightforward human acts, security problems 
can arise from systems failures or even from 
the organizational process itself. 
 
Schneier (2000) states that Internet is probably 
the most complex system ever developed, 
since it is a public network with millions of 
computers connected to a highly complex 
physical network. Each of these 
interconnected computers has hundreds of 
software running, and some of these interact 
with other programs, either in the same 
computer or in another one connected to the 

network. As a result of its complexity, Internet 
security relates with the prevention and 
detection of, and reaction to, trespass, fraud 
and loss to prevent financial and moral 
damages.  
 
The best information security management 
practices code was developed by BS ISO/IEC 
17799 (2000), and is characterized by the 
preservation of: 
� Integrity: data can not be corrupted during 

handling or transmission. 
� Confidentiality: data can not be handled or 

read by unauthorized people. 
� Availability: communication between 

computers must take place whenever 
requested.  

For the purposes of the Internet, other 
information security checks have been added 
(Camp, 2000): 
� Privacy: concerning disclosure of or 

access to information through electronic 
means. 
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� Non-repudiation: ensuring that a 
completed transaction cannot be denied. 

� Authenticity: ensuring that the signatory of 
a document is really who they purport to 
be. 

Considering the use of computer science itself 
(Meirelles 1994) and the increasingly 
disseminated use of technology (Schneier 
2000), the security process may also be 

divided into three layers: physical, logical and 
human.  
 
The physical layer is characterized by the 
location of the hardware. It is the physical 
space where users interacts with the Internet, 
where the means of communication (cable and 
waves) are, and where the data is physically 
stored.  

Table 3: Security Items X Security Layers 
 Logical Layer Physical Layer Human Layer 
Integrity - Hash function 

(message digest) 
- system trespass  
patrolling system 

- access passwords 
- secure 
environment 
hardware 
- renowned access 
provider 

- proper handling of information 
- prevention of intentional or contingent action of 
third parties 

Confidentiality - encryption  
- system trespass  
patrolling system 

- access passwords 
- secure 
environment 
hardware 
- renowned 
connection 

- legislation 
- contract 
- enrollment and access procedure 

Availability - immediate scaling 
system 
- patrolling and 
decision system 
against mass 
trespass 

- redundancy of 
environment and 
connection 
- contingency of 
prompt action 
- balancing of 
accesses 

- training and qualification of the infrastructure 
team of the company responsible for the Website 
and of the customer’s web access provider  

Privacy - encryption  
- corporate and 
personal firewall 

- access passwords 
- secure 
environment 
hardware 
- virtual keyboard 
- renowned 
connection 

- legislation 
- contracts 
- privacy policy 
- prevention of intentional or contingent third party 
action  

Non-
Repudiation 

- asymmetric 
encryption 
- digital signature 
- digital certificate 

- access passwords 
- secure 
environment 
hardware 
 

- contract 
- process of transaction validation 

Authenticity - digital certificate of 
participants 
- digital signature 

- access passwords 
- secure 
environment 
hardware 
- safekeeping of 
digital certificates 

- monitored access to certificates 
- composite/fragmented password 
- documentation 

 
The logical layer is characterized by software-
based protection. This layer is defined by 
encryption and decryption solutions, presence 
or lack of digital certification of computers and 
users, application development language, 
databases, communication middleware with 
both legacy systems and new ones. 
 
The human layer is characterized by human 
behavior in the use or maintenance of 
information systems. According to Schneier 
(2000), this is the weakest link in the security 
chain, and chronically responsible for most 
security system failures. The most important 

aspect of this layer is people’s perception of 
risk: how they deal with events that rarely 
occur; whether they are skilled users or not; 
the hazard of malicious or unwitting 
trespassers; and the social engineering by 
means of which hackers can legally obtain 
information (Schneier 2000). 
 
Table 3 summarizes the six security items as 
they manifest in the three layers described 
earlier. Items that can be identified by simple 
browsing are highlighted in bold typeface. This 
table will be the basis to understanding the 
items that have to be considered for the 
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purposes of evaluating the reliability of a 
business transaction environment on the 
Internet. 

5. The usability dimension  
Since computers are available to a great 
number of people and support a great variety 
of applications, information systems projects 
increasingly require accessibility, usability and 
user involvement (Laurel and Mountford 1990). 
The priority for interface designers must be to 
improve computer usage, conceiving ever 
more intuitive and user-friendly systems 
(Rheingold, 1990; Lees 2002).  
 

Usability has become even more important in 
the Internet age (Nielsen 2000) since it takes 
place before customers spend any money on 
potential purchases: on the Web, users 
experience usability first and pay later. A study 
of e-commerce usability (Nielsen et al. 2001) 
found a success rate of only 64%, meaning 
that more than one-third of all attempted e-
commerce transactions fail to reach 
completion. Evaluation of the causes for this 
revealed that about two-thirds of the problems 
in online transactions can be traced back to 
poor usability projects. Figure 2 shows the 
more frequent causes of failure found at the 
sites studied. 

 
Figure 2: Reasons for transaction failures in digital environments (Source: Nielsen, 2001) 
 
Non-functional usability requirements include 
interface quality, user-friendliness and human 
factors often overlooked by software engineers 
(Ferreira and Leite, 2002). The usability 
evaluation model used here was developed 
based on three categories (Pressman, 1997): 
� Layout: concerns display of information on 

the Web page 
� Data entry: concerns fields for user 

information collection  
� User on command: concerns how much 

control users are given over the page  
For each of these categories, a group of items 
was defined to enable ascertaining the 
Website’s usability level. As for ‘Layout’, three 
items were selected as being helpful towards 
Internet banking sites evaluations: 
consistency, visibility and clarity. Three items 
were also selected for the ‘Data entry’ 
category: forgiveness, feedback and error 
treatment. And a further three items were 
selected for the ‘User on command’ category: 
search tools and links, constant text size, and 

site map. The explanation for these items can 
be found in systems design literature 
(Microsoft 1991; Apple 1992; Tognazzini 1990; 
Pressman 1997; Ferreira and Leite 2002; 
Shneiderman 1998; and others). Table 4 
summarizes these three categories and their 
items. 
Table 4: Categories used to analyze the 

Usability Dimension 
Usability 
Dimension 

Items to be 
analyzed 
Consistency  
Visibility Layout 
Feedback  
Error prevention 
Forgiveness Data Entry 
Error treatment 
Search  
Different ways to 
do the same 
action 

User on 
command 

Interface 
Customization  
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6. Evaluation of Internet banking 
sites 

Three banks in Brazil were selected for 
Internet banking services testing on the 
model’s three dimensions: Bradesco, 
BankBoston and Banco do Brasil. The choice 
is justified by the specific importance each has 
for the use of Internet banking in Brazil. 
Bradesco was the first Brazilian Website and 
the fifth in the world to offer banking services 
over the Internet (Gates 1999). Banco do 
Brasil (BB) is the largest bank in the nation and 
competes with Bradesco for leadership in 
absolute number of Internet banking users 
(Business Standard, 2002). BankBoston 
(BKB), although not as large as the other two, 
has the lead Internet banking usage ratio, with 
42% of its customers making use of the bank’s 
Web-based services (Hessel 2003). 
Furthermore, this sample includes one bank 
from each segment of the industry: one private 
Brazilian bank (Bradesco), one state-controlled 
bank (Banco do Brasil) and one foreign bank 
(BankBoston) with operations in Brazil, 
therefore encompassing different experiences 
and Internet banking strategies.  
 
Besides the fact that these are three of the 
most important institutions in the Brazilian 
banking sector, this sample is also convenient 
because since each one of the authors is a 
customer of at least two of these banks, they 
have full access to the Internet banking part of 
the Web sites. 
 
Based on a check list previously prepared with 
all features described in the three dimensions, 
each author/customer individually accessed 
the Internet banking services of two different 
banks, to ensure a double checking process 
for all of them. After the data gathering 
process, a meeting was organized to discuss 
the individual findings, adjust and refine the 
data, and deal with any possible doubts 
relative to application of the criteria. Following 
are the findings of the evaluation done on the 
three Internet banking sites.  

6.1 Functionality 
The functionality dimension is usually identified 
with the offer of bank services, and the three 
banks at hand (Bradesco, Banco do Brasil and 
BankBoston) offer a large roll of services. To 
consider the functionality dimension for these 
three banks, we may use the results published 
by Business Standard Magazine (2002 and 
2003), showing a ranking of Internet banking 
services in Brazil for the past two years, with 
criteria based on the model illustrated in Table 

1. Bradesco, second best in individual services 
in 2002, maintained its position in 2003. Banco 
do Brasil, fourth place in individual services in 
2002, dropped to fifth in 2003. BankBoston, 
with the lowest functionality ratio of the three 
banks considered, ranked 14th in 2002 and 
climbed to 12th in 2003.  
 
Internet banking functionality is similar at the 
banks researched: all three post information at 
the basic and intermediate levels, and 
customization is already a standard at the 
advanced level. As for the transaction 
category, Bradesco offers a greater list of 
services, followed by Banco do Brasil. On the 
relationship category, Banco do Brasil does a 
better job of using the Web to communicate 
with customers, offering even an on-line 
consulting channel.  

6.2 Reliability 
At the logical layer, item ‘integrity’, BankBoston 
and Banco do Brasil, the certified access 
option include the hash function, which 
generates an algorithm that checks for 
document integrity and enables determining 
whether or not the document was corrupted 
during its transit over the network.  
 
Confidentiality and privacy are ensured at the 
three banks by means of encryption, which 
varies in degree according to the technology 
used. The simplest one is Bradesco’s and the 
most complex is Banco do Brasil’s under the 
certified access option. As for the non-
repudiation and authenticity item, BankBoston 
and Banco do Brasil, under the certified 
access option, use digital certification by the 
customer, and the entire process takes place 
through asymmetric encryption. Concerning 
these two later items, the technology used is 
determined by reading the explanatory texts 
displayed upon access to the online services 
and by installing a security component. The 
difference in use of asymmetric encryption 
between BankBoston and Banco do Brasil is 
that BankBoston is the issuer of the 
certificates, and access to the security 
component is not controlled, while Banco do 
Brasil’s certificates are issued by Certisign and 
download of the security component is 
restricted to those customers who submitted a 
signed agreement at the bank branch. 
 
At the physical layer, Bradesco was the first 
bank in Brazil to use a virtual keyboard to 
ensure secrecy of the access password, but 
errs by not making use of the virtual keyboard 
mandatory. Banco do Brasil also uses virtual 
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keyboards, and only through these can the 
access password be entered. 
 
At the human layer, confidentiality, privacy and 
non-repudiation are ensured at all three banks 
by means of a terms of use agreement or by a 
letter of agreement under which customers are 
bound to perform the registration procedures. 
At Banco do Brasil, issuance of the certificate 
is only authorized after confirmed signature of 
the letter of agreement at the bank branch. 
Banco do Brasil and BankBoston disclose their 
privacy policies at their Websites. Bradesco’s 
security policy is limited to the procedures to 
gain access to the online services, and a 
session called “security information” that 
provides information on on-line security and 
protection. Confidentiality and privacy are also 
guaranteed by a bill currently under legislative 
appreciation. 
 
Authenticity at the human layer is ensured by 
registering access passwords, in addition to 
the type of data and information requested at 
the time of registration. Each bank has its own 
flow and criteria, based on the ATM card 
passwords and and call center access PIN. 
The complexity of registration is not 
necessarily related to the quality of the 
security. The complexity or simplicity of the 
process may or may not simplify adhesion to 
and use of the service, and may be remedied 
by a clear, easily understood communication at 
each bank’s Website. 

6.3 Usability 
As regards layout, at Banco do Brasil the 
various services are organized hierarchically, 
and can be found easily by placing cursor 
upon the tool bar listing the main service 
groups (also called ‘subsites’): balances; 
transfers; payments; etc. At Bradesco the 
second bar (subsites) only shows the services 
available via Internet Banking and its 
information is hierarchically structured. The 
service in use is, however, somewhat difficult 
to locate, as the subsite title is not highlighted. 
At BankBoston, services hierarchy is displayed 
by running the cursor through the links of the 
‘Search’ section. 
 
Banco do Brasil’s Internet Banking offers links 
to BBresponde (help desk) and to FAQ in all 
pages. BankBoston offers a ‘Menu’ link that 
drives users on to Internet Banking services. 
All of Bradesco’s pages offer a site map. 
 
‘Account statements’, the most popular Internet 
banking service, was chosen to analyze data 
entry usability at the three Banks. Banco do 

Brasil asks for the relevant statement month 
but, in some situations, the current month’s 
statement is provided in the absence of this 
information. This is inconsistent with user 
needs on the first day of any given month. At 
Bradesco balances can be seen at a specific 
subsite (‘Account Balances and Statements’) in 
the upper-left corner which covers checking 
and saving accounts with the possibility of 
choosing from five different periods. At 
BankBoston, customers are only allowed to 
enter the initial date of the statement, which 
makes balancing difficult because the covered 
period is non-customizable. BankBoston 
Internet Banking uses the metaphor ‘calendar’ 
for all services that require the filling in the 
‘date’ field (payments, transfers, etc.) and 
follows the consistency principle documented 
by Tognazzini (1990), according to which 
mechanisms must be used in the same 
manner, no matter when and where they 
occur.  
 
Banco do Brasil’s and Bradesco’s Internet 
Banking Websites  offer no open-ended 
search, only a menu with a list of predefined 
options. At the sites of all three banks, when 
an error occur, a warning appears, in most 
cases advising how to correct it. 
 
Banco do Brasil offers a customization option 
at the ‘My page’ link, allowing users to define 
how they prefer to visualize the more relevant 
information based on a minimum configuration. 
The ‘change text size’ option has no effect on 
the Internet Banking pages. Bradesco Internet 
Banking text size can be changed by the 
customer, by means of browser commands. 
This is an important aspect to meet the visual 
needs of different customers using a service 
whose major feature is numbers layout. 

7. Conclusion 
This article sought to show the use of a model 
for evaluating a virtual business environment 
based on three dimensions: Functionality, 
Reliability and Usability. We believe that these 
dimensions represent fundamental elements 
for the conduction of transactions, and that 
they should also be considered for the 
evaluation of virtual business environments.  
 
As stated under the ‘Functionality’ dimension, 
most of the Basic services are available at the 
sites of Banco do Brasil, Bradesco and 
BankBoston. However, the adoption of 
Intermediate level services demands a higher 
level of user-Website interaction, compelling 
organizations to regard the digital channel as 
an environment with specific needs that 
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Concerning Usability, the ‘Layout’ and ‘Data 
Entry’ categories meet most of the requisites 
proposed by those involved.  In certain cases, 
details are overlooked by those responsible for 
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