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Abstract: Technological developments have seen a rapid evolution in the last decade. The complexity and cyber-attacks
increase within the advancement of technology and artificial intelligence, this creates pressures for corporations to adopt the
necessary methods to ensure they function in a safe environment. This study attempts to assess the role of managers’
informational security intelligence (MISI) along with procedural information security countermeasure awareness (PCM) and
cybersecurity protection motivation in promoting cybersecurity protective behaviour among employees in the public sector
within the context of UAE. The study employs quantitative cross-sectional design with primary data collected from 520
employees in nine listed organisations in the public sector of Abu Dhabi, UAE. The data is analysed using Partial Least Square
Structural Equation Modelling (PLS-SEM). The findings indicated that perceived threat susceptibility, self-efficacy, information
security problem-solving, and social competence significantly affect cybersecurity protective behaviour. Additionally, MISI
positively influences PCM, which in turn affects cybersecurity protection motivation. Finally, attitude moderates the
relationship between self-efficacy and cybersecurity protective behaviour. The study extended the protection motivation
theory by investigating the capabilities and competences of managers related to information security in addition to adding the
attitude as a moderating variable. The findings offer valuable insights for policy makers in the aspect of ensuring the
implementation of cyber security national strategies; for managers in organisations in the aspect of promoting awareness and
capabilities among themselves and among their employees through educational and training programs to enhance their
cybersecurity practices and mitigate risks.

Keywords: Cybersecurity protective behaviour, Information security, Cybersecurity, Public sector, Information security
intelligence, Information security competency

1. Introduction

Technological developments have seen a rapid evolution in the last decade. As technology evolves, business
practices and methods have also drastically changed. In this direction, organisations now carry out their online
transaction in a manner that achieves better performance, customer satisfaction and safety and security
assurance. For this, they store their data digitally (Shaban, Farhan and Ahmed, 2022). Along with the efficiency of
storing such data to be accessible anytime and anywhere, their vulnerability remains as a key issue in information
security (Mohammed, 2019). In this context, organisations rely on clouds to store their data (Jang-Jaccard and
Nepal, 2014) which implies that cybersecurity is the need of the hour.

The complexity and cyber-attacks increase within the advancement of technology and artificial intelligence
(Siponen, Adam Mahmood and Pahnila, 2014; Li et al., 2019). It is evident in the literature that the lack of attention
to security measures and underestimating cybersecurity threats significantly influence the effect of security
policies (Han, Kim and Kim, 2017; Li et al., 2019). Further, exposure to cybersecurity training and knowledge does
not necessarily result in higher extent of cybersecurity behaviour (Zwilling et al., 2022).

Security behaviour have been studied in research from different perspectives such as behaviour of management
leadership on employee’s security behaviour (Guhr, Lebek and Breitner, 2019), employees’ resilience in dealing
with Information Technology (IT) security threats (Liang et al., 2019) and cybersecurity policy awareness on
employee’s cybersecurity behaviour (Li et al., 2019).

As more and more organisations become increasingly concerned about the cybersecurity threats in the workplace
and have invested huge resources to tackle such issues, especially in the new environment after the pandemic
where adopting technology became more essential (Vahdat, 2022).

In the UAE context, there is a remarkable growth in adopting technology among organisation due to the focus of
the government and organisations in the United Arab Emirates (UAE) on innovation and technology investments
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to improve firm performance and achieve growth (Almehairbi, Jano and Mosali, 2022). Further, the establishment
of smart government was one of the significant steps to support adopting technology in UAE business environment
(Haddad et al., 2020). When it comes to technological innovation in the public sector, UAE leads the Arab world
globally in the aspect of open government, big data, mobile government and cloud computing as emerging tools
to promote the performance of the public sector (Ahmat et al., 2024). Further, Al Sayegh et al. (2023) indicate that
in the UAE, smart government is an outcome of e-government initiative led by the government. In this context,
the services of e-government include government to citizen, employee, business and to government to
government (G2G). For instance, residents obtain smart pass ID number that can used to access all the portals of
government to avail the available services. In the aspect of G2G services, better utilization of public resources is
aimed by connecting all the public institutions and grouping all the services together under a single e-government
portal (Eid, Selim and El-Kassrawy, 2021; Al Sayegh et al., 2023).Under the current circumstances, more than 82%
of organisations in the UAE’s public sector have faced one or more cyber-attacks in the year of 2019 alone (Younies
and Al-Tawil, 2020). Research also reveals that common cybersecurity such as password hacking, falling prey to
phishing attacks, accessing malicious links on company systems, and mishandling of sensitive information are
responsible for these cybersecurity breaches (Ocasio and Joseph, 2018).

The UAE has become a major target for cyberattacks due to its strong economy and widespread internet use, with
85% of the population active online (Al-Kkumaim and Alshamsi, 2023). Cyberattacks in the UAE surged by 71% in
2021 compared to 2020, with organisations facing an average of 925 attacks per week in the fourth quarter of
2021, up from 408 in 2020. Phishing attempts reached 1.1 million, and ransomware incidents affected 59% of
organisations, with an encryption rate of 46% (Adam, 2022; SOCRadar, 2022; Alalawi, 2024).

Several high-profile cyberattacks have targeted UAE industries over the years, employing tactics like ransomware,
data encryption, and phishing. In 2023, LockBit ransomware used double extortion to encrypt and threaten to leak
sensitive data (SOCRadar, 2022). Similarly, the Conti ransomware attack in 2022 encrypted files and threatened to
release stolen information unless a ransom was paid (SOCRadar, 2022). Due to this, the importance is geared
towards the competences, skills and capacities of managers in respect to information security intelligence (Y.
Connolly and Wall, 2019). Managers’ information security intelligence (MISI) competencies make them exhibit
familiarity with wide range of information security skills such as security and network architectures, systems and
frameworks, and compliance related skills. Intelligence skills necessary for the security of information and the
protection motivation for cybersecurity behaviour become an essential competency (Campbell, 2017). In this
aspect, questions are raised regarding the role of such skills related to information security possessed by managers
in addition to protection motivation and countermeasures awareness in promoting employees’ cybersecurity
protective behaviour. More particularly, the following questions are stated: (1) What is the role of cyber security
protection motivation, countermeasures awareness and MISI competencies in promoting employee’s cyber
security protective behaviour, (2) How does the employees’ attitude moderate the role of motivation in embracing
protective behaviour?

Research show that UAE had the highest number of phishing attacks in the Middle East, with over 38% of attacks
aimed at stealing money (Al Neaimi, Ranginya and Lutaaya, 2015a; Al-Kumaim and Alshamsi, 2023). While the
government entities in Abu Dhabi have invested in various types of software and hardware technologies to
mitigate cybersecurity risks, there has been an increase in ransomware attacks in Abu Dhabi, with 33% of the
targeted companies being based in the UAE, according to a report by Group-IB (Ahmed Hassan and Ismail, 2022).
The report by the Telecommunications Regulatory Authority (TRA) in the UAE also highlights a 250% increase in
cyber-attacks in the country in the first five months of 2021 compared to the same period in the previous year
(Tubaishat and AlAleeli, 2024). These statistics emphasise the need for both government and private sectors to
invest heavily in cybersecurity technology and upgrade it periodically to match the onslaughts of cybercrime.

Public and private sectors in the UAE are actively engaged in cybersecurity. However, the public sector tends to
have stricter regulations and a more centralised approach due to national security concerns, but in the private
sector challenges my face smaller companies having weaker security practices. This variance between the two
sectors, highlights the level of compliance to cybersecurity practices regulated by the government. The National
Electronic Security Authority (NESA) focuses on maintaining effective rules and regulations data protection
measures for critical infrastructure and government systems (UAE, 2022; Alalawi, 2024). This creates an untapped
area for this study in the aspect of investigating the protection behaviour among employees towards cybersecurity
within the public sector in the UAE context.

Furthermore, with the rapid advancements in technology and the growing reliance on digital platforms for
business operations necessitated storing data in digital forms. This transformation contributed to business and
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performance development and also exposed organisations to cyberattacks threats. Cybersecurity threats
escalated in the UAE during the last five years (Younies and Al-Tawil, 2020; SOCRadar, 2022). Research indicates
that regardless of investments in cybersecurity infrastructure, persistent cyber threats such as phishing,
ransomware, and data breaches continue to challenge organisations. In this context, traditional cybersecurity
training and awareness programs do not always lead to effective protective behaviours among employees (Zwilling
etal., 2022).

Prior research has explored various determinants of CPB, including cybersecurity policy awareness and protection
motivation in promoting protective behaviour while dealing with cyber threats. However, limited research is
observed in investigating the role of information security intelligence skills among managers and how they lead
protection motivation towards embracing protective behaviour among employees.

Given the UAE’s rapid digital transformation and the increasing cyber threats faced by its public sector, there is a
need to explore how managers' information security intelligence, protection motivation, and countermeasure
awareness shape employees' cybersecurity protective behaviour. Further, understanding the role of cybersecurity
attitude in moderating the role of motivation can provide sufficient insights into how employees' perceptions and
willingness to comply with security measures influence their actual behaviour. Investigating this area will offer
sufficient insights into the strategic role of managerial competencies in fostering a security-conscious
organisational culture, ultimately improving cybersecurity resilience in public organisation in the UAE context.

Due to the aforementioned issues, this study aims to evaluate how do manager’s information security intelligence
(MISI) competencies affect organisations’” management of information security programs and how these MISI
competencies influence CPB alongside dimensions of cybersecurity protection motivation. Additionally, the study
examines how does employees’ attitude toward practicing cybersecurity can enhance the relationship between
their cybersecurity protection motivation and CPB as their awareness of this subject increases.

2. Literature Review and Hypothesis Development

The study is based on the Protection Motivation Theory (PMT) which explains employees’ motivation in
responding to warnings about threats. It is the most relevant theory in assessing the attention of engaging in
protective cybersecurity actions (Li et al., 2019).

PMT is based on five factors that are believed to motivate employees to protect themselves, and these factors are
severity, vulnerability, response cost, and response efficacy. These factors are divided into two categories: threat
appraisal (perceived threat severity and perceived threat susceptibility) and coping appraisal (self-efficacy and
response efficacy). The PMT theory is selected due to its relevance in assessing behavioural change through
persuasive messages and explaining how compelling communication might be constructed successfully (Rogers,
1975).

PMT has been used in the literature pertaining to examining employees’ understandings on cybersecurity threats
and develop coping responses (Vance, Siponen and Pahnila, 2012). Using the PMT paradigm, compelling
communication, often known as emotional appeals, may forecast behavioural change (Renaud and Dupuis, 2019).

Within the application of PMT, Li, Xu and He (2022) extended it by incorporating organisational efforts such as
information security efforts and employee awareness as antecedent factors for employee cybersecurity
behaviour. Based on this, the study extends by extending PMT by including MISI as a key factor influencing the
awareness as well as the behaviour of employees towards cybersecurity protective behaviour.

2.1 Cybersecurity Protection Motivation and Cybersecurity Protective Behaviour

Threat appraisal along with coping appraisal of PMT components are essential for organisations, especially in the
public sector in order to ensure the adherence of employees to guidelines pertaining to cybersecurity protective
behaviours (CPB) (Li, Xu and He, 2022). It also involves making sensitive data inaccessible for employees through
unverified and unauthorised devices to ensure such protection. In addition to that, excluding access to unsafe
websites from the devices used to access the data stored in the organisation is considered one of the measures
adopted by organisations to promote the importance of good cybersecurity protective behaviour (Mashiane &
Kritzinger, 2018).

Rogers (1975) opine that both affective and psychological reactions to threats play a substantial role in perceived
behavioural control. It is evident that people are motivated by fear arousal (Ruiter, Abraham and Kok, 2001) which
led to more investigation on the role of fear on behaviour intention (Cooper, Goldenberg and Arndt, 2014). Since
motives are directly affected by fear, this study hypothesises that:
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H1a: Perceived Severity positively influences CPB.
H1b: Perceived Susceptibility positively influences CPB.

In coping appraisal, a person’s self-efficacy and response efficacy are influenced by their judgment of the proposed
actions’ efficiency and capacity to carry them out. Response efficacy and self-efficacy have improved behavioural
intentions (Zajdel and Helgeson, 2020).

The individual’s belief that their protective measures are effective is the definition of response efficacy (Alkhazi et
al., 2022), the absence of such belief results in abandoning such protective behaviours (Shillair, 2018). Fears and
motives form the efficacy cognition when considering cybersecurity protective behaviour (Johnston and
Warkentin, 2010). Therefore, the response efficacy is the individuals’ belief in their ability in facing cybersecurity
risks (Vance, Siponen and Pahnila, 2012). An optimization is required to promote response efficiency when it
comes to cybersecurity (Zhang, Zhang and Jiang, 2023). Qju et al. (2023) argue that response efficacy positively
affects the preparedness for crisis and disasters.

The possibility that response efficacy leads the protective behaviour is evident in previous research, yet self-
efficacy plays as a key factor in utilizing such capability to respond towards certain concerns (Thrasher et al., 2016).
The same is applicable when considering accepting technology (Zhang et al., 2017). This indicates their effect on
behavioural intentions (Rainear and Christensen, 2022).

Self-efficacy act as a key factor in promoting cybersecurity behaviour (Zainal, Puad and Sani, 2021), as it is evident
that security self-efficacy leads to adopting security behaviour (Verkijika, 2020).

Further, the associated cost must be considered while ensuring protection. According to Bax, McGill and Hobbs
(2021), the response cost is considered a significant influential factor on maladaptive and protective behaviours
pertaining to cybersecurity while Bolivar and Dallery (2020) argue that the resurgence of human behaviour is
affected by the response cost punishment.

H1ic: Response efficacy positively influences CPB.
H1d: Self-efficacy positively influences CPB.
Hle: Response cost negatively influences CPB.

2.2 Procedural Information Security Countermeasure Awareness and Cybersecurity Protection Motivation of
the Employees

Awareness about cybersecurity protection is the first and most integral motivator for promoting cybersecurity
protection motivation. The employees working in an organisation must understand the threats they face when
accessing the data and information present in the company’s database.

High procedural information security countermeasure awareness is an essential factor that organisations must
focus on including their employees (Zwilling et al., 2022). This is primarily a critical necessity for organisations
operating in the public sector. Mabitle and Kritzinger (2021) state the necessity for proper education and
awareness as a contributing factor towards ensuring enhanced and greater procedural information security
countermeasure awareness. Further, cybersecurity behaviour can be enhanced by the effort of educational
institutions in their curricula (Deraman et al., 2021).

It Is evident that PCM significantly and positively affects CPB In terms of attitude and intentions (Bulgurcu,
Cavusoglu and Benbasat, 2009; Kim, Hovav and Han, 2019). Further, perceiving PCM as a negative tool result in
exhibiting less protective behaviour (Kim, et al., 2019). Li et al. (2019) argue that awareness about cybersecurity
protection can greatly enable organisations to be more cautious towards ensuring that their behaviour in
cyberspace is responsible. Hence, for employees, responsible organisations are being exposed (Hadlington and
Murphy, 2018). Therefore, greater awareness is considered a greater motivation for organisations towards
adopting CPB. Hence, the study hypothesises:

H2a: PCM positively influences Perceived Threat severity among employees.
H2b: PCM positively influences Perceived Threat susceptibility.

H2c: PCM positively influence response efficacy.

H2d: PCM positively influence self-efficacy.

H2e: PCM positively influence response cost.
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2.3 Managers’ Information Security Intelligence (MISI) in an Organisation

The Managers’ Information Security Intelligence (MISI) is responsible for ensuring that all the dependencies that
have been defined above are correctly followed (Kim, Hovav and Han, 2019). MISI is relevant to all the activities
of employees in respect to cyber security. MISI ensures that employees have a high sense of cybersecurity
protective awareness which requires certain steps and procedures to be followed in the organisation (Humaidi
and Abdallah Alghazo, 2022).

Safety Intelligence is the extent to which employees believe their managers are committed to safety, it is
associated positively with organisational success (Clarke, 1999). This is affected by the perception of employees
towards supervisory behaviours (Christian et al., 2009).

Fruhen et al. (2014b) argue that safety intelligence of managers can have subcomponents such as safety
knowledge, personality, regulatory commitment, social competence, and problem-solving abilities. Moreover,
security managers are required to constantly develop skills such as problem-solving skills in order to be able to
appropriately analyse and appraise the risks involved correctly. Cultivating such abilities among employees would
reflect on their cybersecurity protective behaviour (Yoon, Arik and Pfister, 2020).

Further, knowledge of safety and cybersecurity of managers is essential especially for organisations in the public
sector (Kim, Hovav and Han, 2019). Possessing such knowledge enable them to ensures systems and strategies
adopted in the organisation are protected and functioning effectively along with ensuring cybersecurity is
maintained.

Competency in safety knowledge among managers plays a crucial role in effectively utilizing strategy appraisals to
enhance cybersecurity protective awareness among employees (Van Niekerk, 2018). This is particularly important
in the public sector, where managers are pivotal in raising and enhancing cybersecurity awareness in the
organisation (Prabhu and Thompson, 2022). Implementing effective safety management measures is essential for
organisations to ensure their contribution to maintaining information security and managing security incidents
effectively (Line and Albrechtsen, 2016).

Perceived information security knowledge is defined as the degree to which employees believe senior managers
comprehend information security risks (Finkelstein, 1992). Embracing knowledge mechanisms among employees
and managers is essential to promote cybersecurity in the organisation (Mady, Gupta and Warkentin, 2023).
Information security knowledge is promoted by education and experience (An et al., 2023). Therefore, possessing
awareness positively leads to increasing information security knowledge among employees and managers (Alkhazi
et al., 2022). Organisation adopt certain approaches to promote their information security knowledge and
awareness such as theoretical models, gamification and constructivist approaches (Khando et al., 2021). Utilising
data and resources promotes information knowledge in the organisation (Zywiotek and Schiavone, 2021). Hence,
having the necessary knowledge acts as a motivation towards promoting cybersecurity in the organisation
(Herbert, Schmidbauer-Wolf and Reuter, 2020; Alhogail, 2021).

Perceived information security problem solving skill is described as an employee’s impression of the capacity of
senior management to recognise information security concerns, suggest solutions, and develop action plans to
overcome these difficulties (Kim, Hovav and Han, 2019). Following certain procedures allows managing predictable
dangers (Spagnoletti and Resca, 2008). When considering cybersecurity protection motivation, problem-solving
abilities contribute to senior managers commitment to safety (Fruhen et al., 2014a). This supports the regular
improvement in the organisation (Abdul Hamid et al., 2015). Further, manager safety problem-solving abilities is
a key factor in training employees in the organisation for information security (Fruhen et al., 2014a) and safety-
related regulations (Hamid et al., 2015). This implies that utilising information security problem solving acts as a
motive to contribute towards maintaining cybersecurity in the organisation (Hu et al., 2012).

Managers’ competencies in managing information security programs within organisations have a positive
influence on improving their employees’ motivation toward information security (Taufan and Basalamah, 2021).
Managers’ connections with their employees motivates information security in the organisation (Liu, Wang and
Liang, 2020). Furthermore, managers competencies are crucial for ensuring organisational performance
(Szczepanska-Woszczyna and Gatnar, 2022). The enhancement of managers’ social competencies leads to
improved work and increased motivation among employees to practice cybersecurity behaviour (Oppong and
Zhau, 2020).

According to Fruhen et al. (2014a), the role of the senior management is indispensable in encouraging the
employees about the need for good cybersecurity protective behaviours. Hence, these employees can be led by
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example, and the cybersecurity protective awareness of the senior management reflects directly upon the
cybersecurity behaviours and attitudes of the employees. Based on these reviews, the following hypotheses were
constructed:

H3a: Perceived information security knowledge positively influences PCM.

H3b: Perceived social competence positively influences PCM.

H3c: Perceived information security problem-solving skills positively influence PCM.
2.4 The Relationship Between MISI and CPB

In addition to this, MISI has three main components, Perceived Information Security Knowledge (PISK) which
explains the extent to which senior managers are understand information security issues in the organisation;
Perceived Information Security Problem Solving (PISP) which explains the extent of mitigating the issues faced in
relevance to information security in the organisation; and perceived social competencies (PSC) which implies the
capabilities utilised by senior managers to establish strong relationship with employees through communication
to improve their performance and competitive advantage (Han and Ryu, 2016; Kim, Hovav and Han, 2019; Alghazo,
Humaidi and Noranee, 2023).

The growth in the dependence of technology and Internet creates the need for sufficient knowledge, skills and
capabilities to be utilised for better performance and information security. According to Zwilling et al. (2022), the
increase of cybersecurity knowledge and awareness contributes to the increase of cybersecurity protective
behaviour. Similarly lacking such knowledge and capabilities will negatively affect adopting the appropriate
behaviour related to information technology. The literature provide evidence that the three dimensions of MISI
are influential on the intention and behaviour related to information security (Kim, Hovav and Han, 2019; Alghazo,
Humaidi and Noranee, 2023).

Security leaders are required to be participative in the organisation when it comes to cybersecurity management.
Research shows that organisation should strategically invest in human capital and technology to promote
cybersecurity management (Abraham, Chatterjee and Sims, 2019).

Mashiane and Kritzinger (2021) argue that even if organisations provide the necessary support for information
security knowledge and competencies of employees and managers remain essential for its success. It is evident
that employees’ information security compliance intention behaviour can be promoted through information
security knowledge and problem-solving skills (Chen et al., 2021). This implies that managers remain the key player
in promoting information security behaviour among employees (Hong and Furnell, 2021). Further, weak
cybersecurity knowledge and skills among the security leaders would impact security decision-making quality and
lead to decreased information security management performance.

Previous studies support this and found a positive effect of top management participation on information security
awareness programs (Hasan et al., 2021). Khando et al. (2021) also argued that the shared understanding amongst
employees is influenced by how they perceive the role of management and the persuasiveness of communication
by the security managers.

According to Whitman and Mattord (2019), the MISI’s are also responsible for determining what constitutes good
cybersecurity behaviour for the employees working at the organisation. The most important role of the MISI’s is
to promote a positive cybersecurity protective attitude amongst the employees. They achieve this by educating
the employees, training them, and organizing workshops. In addition to that, they are responsible for ensuring
that the necessity for information security intelligence and the protection motivation for cybersecurity behaviour
are instilled amongst the organisation’s employees. The role of the MISI’s is even more crucial for organisations
operating in the public sector since the data they deal with concerns the public welfare at large.

H4a: Perceived information security knowledge positively influences CPB.

H4b: Perceived social competence positively influences CPB.

Hd4c: Perceived information security problem-solving skills positively influence CPB.
2.5 The Moderating Role of Cybersecurity Attitude

Safa et al. (2015) and Parsons et al. (2017) stated that a person’s (or an employee) views and feelings are directly
influenced by what they know about information security countermeasures. Therefore, attitude is related to what
a person believes and feels. The way a person practises security can be influenced both directly and indirectly by
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their attitude and expertise. Attitude has explicit and implicit dimensions: a) explicit attitude, refers to that the
employees are aware of the effect of their behaviour; and b) implicit attitude, refers to that the employees are
not conscious of the effect of their behaviour (Yeng, Fauzi and Yang, 2022).

Previous studies on information security suggest that manger’s support significantly influences employees’
attitude and intentions toward security (Kankanhalli et al., 2003; Chan, Woon and Kankanhalli, 2005; Knapp et al.,
2006). Managers can provide legitimacy to employees’ information security policies and standards compliant
behaviour by shaping their beliefs, norms, and attitudes toward new programs, initiatives or policies (Hu et al.,
2012). According to Bulgurcu, Cavusoglu and Benbasat (2010), the attitude and intentions of employees toward
information security compliance are positively impacted by their perceptions of PCM. Based on this, the current
study hypothesises that

H5: Employee’s cybersecurity attitude moderates the effect of the dimensions of protection motivation on
CPB.

Although Protection Motivation Theory (PMT) has been extensively explored in terms of evaluating responses to
cybersecurity threats (Vance, Siponen, & Pahnila, 2012; Li et al., 2019), there is a notable gap in the investigation
of the role of managers' intelligence in the realm of information security (Fruhen et al., 2014a; Kim, Hovav, & Han,
2019). Additionally, research has highlighted the role of procedural countermeasure awareness in motivating
employees to adopt cybersecurity protective behavior (Mabitle & Kritzinger, 2021; Zwilling et al., 2022), but the
role of managers' skills in promoting this awareness remains underexplored. Furthermore, while previous research
has examined the moderating role of attitude in similar contexts related to employee behavior (Safa et al., 2015;
Parsons et al., 2017), there is a lack of investigation into how employees' attitudes influence the effect of
motivation on adopting CPB. Moreover, while studies have explored cybersecurity and employee protective
behavior in the private sector (Johnston & Warkentin, 2010; Li, Xu, & He, 2022), there is limited research on these
aspects within the public sector. This gap provides an opportunity for this study to explore how managers'
information security intelligence, cybersecurity protection motivation, and cybersecurity procedural
countermeasure awareness influence the practice of adopting cybersecurity protective behavior among
employees in the public sector within the context of the UAE.

3. Research Method
3.1 Research Design

This study employed quantitative cross-sectional design with an exploratory approach. It relies on a research
guestionnaire as the main instrument to process the collected data in numerical form for analysis.

3.2 Measurement and Survey Instrument

This section provides a brief description about the measurement of the study variables while a complete list of the
variables with their measurement items can be found in Appendix (1).

Managers’ Information Security Intelligence Skills (MISI) is measured with 14 items adopted from (Kim, Hovav and
Han, 2019) and divided into three dimensions Perceived Information Security Knowledge (5 items) a sample item
of it is “senior managers of my company know about information security”, Perceived Information Security
Problem-Solving (4 items) a sample item of it is “senior managers of my company maintain a balance between
information security management and its costs”, and Perceived Social Competence (5 items) a sample item of it is
“senior managers of my company operate an open-door policy”.

Cybersecurity Protection Motivation (CPM) was measured with 18 items based on (Mousavi et al., 2020; Li, Xu and
He, 2022), they are divided into five dimensions, which are Threat Severity (4 items) with a sample item “if my
information released to unauthorised people, it would be very bad for me”, Threat Susceptibility (5 items) with a
sample item “my information is at risk for being released to unauthorised people”, Self-efficacy (3 items) with a
sample item “it is easy for me to use privacy assurance mechanisms”, Response Efficacy (3 items) with a sample
item “complying with the information security policies in my organisation will keep security breaches down” and
Response Cost (3 items) with a sample item “”.

Five items were adapted from (Simonet and Teufel, 2019) to measure Procedural Information Security
Countermeasure Awareness (PCM) with a sample item “i recognise that safe security practices are needed to deal
with cybersecurity threats and risks”. Finally, five items adopted from (Li et al., 2019) to measure Cybersecurity
Protective Behaviour (CPB) with a sample item “I keep the anti-virus software on my computer up-to-date”, and
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another five items adopted from (Hadlington, 2017) were used to measure Cybersecurity Protective Attitude (CTA)
with a sample item “it is inconvenient to check the security of an email with attachments”.

3.3 Sampling and Data Collection Procedures

Three categories of respondents are targeted: IT staff, administrative staff and management/leadership as
explained in Table 1. The sampling frame indicates that the total number of units in nine listed corporations in the
public sector in Abu Dhabi is 3415. Based on the total the three categories are identified and the sample calculation
is conducted based on their weight against the total population.

Stratification is followed to draw the sample from the study population based on the size of the population. In the
listed organisations, three strata of respondents are highlighted, IT staff, administrative staff and management
staff. Out of these strata, the targeted sample size is determined where management and leadership staff account
for 40% of the population, while IT staff and administrative staff accounted for 30% each. Several resources are
consulted in respect of the sufficient sample size which yielded that 400 to 500 responses are considered sufficient
for such population (Hair et al., 2010). In the case of power analysis, 189 was recommended as the minimum
sample size for 13 predictors and effect size of 0.15.

The research questionnaire was distributed in print to minimise the potential for bias. However, in cases where
delivering a hard copy was difficult (211 cases), email communication was used. A Google Forms link was sent to
respondents after obtaining their consent to participate in the study. The distribution was carried out through
random selection from the sampling frame, and respondents were given 30 days to complete the questionnaire.
Approximately 27% of respondents received two reminders to ensure timely submission. The questionnaire was
available in both English and Arabic to ensure better clarity. The translation was supervised by professors from the
UAE and India, and validated through back translation. Out of 600 distributed forms, 520 were completed,
resulting in a response rate of 86.6%.

Table 1: Demographic characteristics of respondents

Variable Category Frequency Percent

Male 184 354

Gender
Female 336 64.6
18-24 Years 6 1.2
25-34 Years 52 10.0
Age 35-44 Years 294 56.5
45-54 Years 152 20.2
55 or above 16 3.1
Master Degree 191 36.7
Bachelor Degree 233 44.8

Qualification

High School 82 15.8
PhD or Higher 14 2.7
1-3 years 83 16.0
4-6 years 154 29.6
Experience 7-10 years 245 47.1
More than 10 years 22 4.2
Less than 1 year 16 3.1
Entry-level employee 85 16.3
Mid-level employee 141 27.1

Position
Senior-level employee 163 31.3
Managerial/Supervisory position 131 25.2
Department of Digital Authority 108 20.8

Institution

Abu Dhabi Judicial Department 118 22.7
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Variable Category Frequency Percent
Abu Dhabi Security Exchange 64 12.3
Abu Dhabi Chamber 74 14.2
Abu Dhabi Investment 53 10.2
Department of Finance 29 5.6
Federal Authority for Identity and 41 7.9
Citizenship
Statistics Center Abu Dhabi 33 6.3
Yes 101 19.4
Cybersecurity attacked before
No 419 80.6
No 136 26.2
Using mobile phone for work
Yes 384 73.8
No 287 55.2
Allowed to work remotely
Yes 233 44.8
Total 520 100.0

3.4 Data Analysis

Partial least square structural equation modelling (PLS-SEM) approach by using SmartPLS software version 4 was
used to analyse the final data. In this analysis the measurement model is assessed for reliability and validity of the
research model, then the structure model is assessed for path coefficient assessment and moderation analysis.
PLS-SEM has become a significant tool in management and information system research. It differs from
covariance-based SEM (CB-SEM) by being a non-parametric test for multivariate factor analysis. According to
Rouse and Corbitt (2008), applying PLS-SEM in information system research requires careful attention due to
misuse, lack of training and reliability and validity concerns. However, in recent research, PLS-SEM has developed
to become more acceptable in information system research along with the awareness of research applying
advanced tools (Cepeda et al., 2024). Further, PLS-SEM is more adopted among researchers in Industrial
Management and Data Systems (IMDS) due to the ability to handle model complexity and improving prediction
assessment along with other advanced features (Sabol et al., 2023). Research articles present methodological
guidance for researchers in information system (Al-Emran, Mezhuyev and Kamaludin, 2019). Finally, Hair et al.
(2017) argue that PLS-SEM increased maturity in information system research due to model complexity and
formative, measurement rather than just focusing on small sample data and non-normal data. Hence, PLS-SEM is
selected to analyse the data for the current study.

4. Results
4.1 Data Coding and Screening

Data was screened and managed to ensure its appropriateness for analysis. In this process, incomplete responses
were excluded; valid responses were coded to ease the analysis. In addition, normality assessment was conducted
to ensure the homogeneity of the responses through ensuring Skewness and Kurtosis are within 2 and -2 (Kim,
2013).

4.2 Common Method Variance

Common method bias was assessed to ensure there is no bias that can compromise the responses accuracy and
negatively impact the research outcome (MacKenzie and Podsakoff, 2012; Kock, 2017). Harman’s single-factor
which yielded a cumulative variance explained of 41.2% which is below 50%. Further, marker variable was
conducted (Miller and Simmering, 2023) where the coefficients are compared before and after adding the marker
variables and the results indicates that there are no remarkable differences between both set of coefficients.

Multicollinearity is assessed to ensure data is free from multicollinearity issues. Variance Inflation Factor (VIF) is
followed to do so and the results indicated that VIF values range between 1 and 2.906 which is below the limit
(3.33) (Hair et al., 2019).
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Non-response bias (de Winter et al., 2005) which assesses the difference between the first and last 20 responses
using variance analysis which indicated that there is no significant difference between the first and last 20
responses (p > 0.05)

4.3 Assessment of the Measurement Model

In the process of establishing the research model reliability and validity, the PLS-SEM approach is used to identify
the measures of reliability and discriminant validity (Hair, Ringle and Sarstedt, 2011).

Factor loading values are assessed to ensure the contribution of the items in each latent variable in the research
model. The results indicates that they range from 0.715 to 0.918 which is considered sufficient according to the
threshold of 0.708 recommended in scholarly research (Hulland, 1999; Hair et al., 2016).

The reliability measures assessed are Cronbach's Alpha (a) and composite reliability (CR), where are the values
were found to exceed 0.70 (Hair et al., 2019). Further, the values of average variance extracted (AVE) have to
exceed 0.50 which was also evident in the study results by exceeding 0.50 (Hair et al., 2021). The details of the
results are presented in Table 2.

Table 2: Reliability assessment

Mean Std. Deviation Loading

Perceived information security knowledge a = 0.835, CR = 0.839 and AVE = 0.604

PISK1 3.92 1.368 0.715
PISK2 3.96 1.352 0.818
PISK3 4.07 1.325 0.814
PISK4 4.16 1.177 0.799
PISK5 4.23 1.131 0.734
Overall 4.0685 0.98853

Perceived social competence a=0.872, CR = 0.873 and AVE = 0.664

PSC1 4.16 1.353 0.821

PSC2 4.26 1.226 0.866

PSC3 4.30 1.206 0.835

PSC4 4.19 1.239 0.822

PSC5 4.32 1.134 0.725
Overall 4.2454 1.00585

Perceived information security problem-solving a = 0.849, CR = 0.849 and AVE = 0.689

PISP1 4.06 1.245 0.819
PISP2 4.18 1.157 0.846
PISP3 4.14 1.252 0.862
PISP4 3.99 1.309 0.791
Overall 4.0913 1.01093

Procedural Information Security Countermeasure Awareness (PCM) a =0.855, CR =0.859 and AVE = 0.635

PCM1 4.15 1.149 0.739
PCM2 4.19 1.203 0.772
PCM3 4.26 1.126 0.830
PCM4 4.17 1.193 0.850
PCM5 4.10 1.218 0.789
Overall 4.1758 0.93756
Cybersecurity Protective Attitude (CTA) a =0.866, CR = 0.867 and AVE = 0.653

CTAl 4.03 1.245 0.772
CTA2 3.94 1.312 0.839
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Mean Std. Deviation Loading
CTA3 4.06 1.218 0.839
CTA4 4.05 1.282 0.847
CTA5S 4.20 1.175 0.736
Overall 4.0542 1.00713
Threat Severity a =0.868, CR =0.869 and AVE =0.718
SEV1 4.22 1.086 0.816
SEV2 4.20 1.201 0.877
SEV3 4.14 1.187 0.877
SEV4 4.16 1.128 0.817
Overall 4.1774 0.97557
Threat Susceptibility a = 0.877, CR = 0.878 and AVE = 0.671
SUSC1 4.21 1.115 0.789
susc2 4.20 1.106 0.813
SUSC3 4.27 1.121 0.871
SUSC4 4.25 1.117 0.848
SUSC5 4.15 1.216 0.771
Overall 4.2162 0.92786
Self-efficacy a = 0.859, CR = 0.86 and AVE = 0.781
SE1 3.96 1.303 0.885
SE2 3.94 1.342 0.896
SE3 3.85 1.327 0.869
Overall 3.9135 1.16980
Response Efficacy a = 0.844, CR = 0.847 and AVE = 0.764
RE1 3.825 1.326 0.894
RE2 3.844 1.326 0.907
RE3 3.775 1.372 0.818
Overall 3.814 1.17
Response Cost a = 0.856, CR = 0.863 and AVE = 0.776
RC1 3.838 1.292 0.918
RC2 3.969 1.279 0.838
RC3 3.775 1.23 0.885
Overall 3.861 1.116
Cybersecurity Protective Behaviour (CPB) a =0.904, CR = 0.906 and AVE = 0.723
CPB1 3.86 1.333 0.824
CPB2 3.84 1.323 0.838
CPB3 3.83 1.330 0.886
CPB4 3.87 1.281 0.883
CPB5 3.89 1.309 0.817
Overall 3.8608 1.11759

For discriminant validity, Fornell and Larcker (1981) yielded satisfactory outcome where the correlation values of
each variable are found below the square root values of the average variance extracted of the same variable (Table
3). Similarly, Heterotrait Monotrait criteria (HTMT) yielded acceptable outcome by having the similarity values
across all variables below 0.85. This implies the establishment of discriminant validity. No violations were detected
when observing cross loading values as well (Table 4).
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Table 3: Discriminant validity of reflective constructs (F&L).

Constructs | CPB CTA PCM PISK PISP PSC RC RE SE SEV SUSC
CPB 0.850

CTA 0.550 0.808

PCM 0.529 0.731 | 0.797

PISK 0.529 0.623 0.669 0.777

PISP 0.571 0.617 | 0.577 0.680 | 0.830

PSC 0.513 0.613 0.606 0.654 0.662 0.815

RC 0.403 0.479 0.565 0.479 0.459 0.493 0.881

RE 0.536 0.491 | 0.493 0.545 0.529 0.422 0.594 0.874

SE 0.423 0.485 0.460 0.482 0.500 0.516 0.375 0.427 0.883

SEV 0.464 | 0.680 | 0.634 | 0.573 0.525 0.602 0.450 0.431 0.367 0.847
SUSC 0.567 0.662 | 0.709 0.594 | 0.563 0.571 0.51 0.517 0.392 0.711 0.819

Resource: Responses analysis.
Table 4: Discriminant validity of reflective constructs (HTMT).

Constructs | CPB CTA PCM PISK PISP PSC RC RE SE SEV SUSC
CPB

CTA 0.619

PCM 0.604 | 0.846

PISK 0.607 | 0.733 | 0.790

PISP 0.650 | 0.717 | 0.674 | 0.808

PSC 0.577 | 0.704 | 0.700 | 0.767 | 0.770

RC 0.449 | 0.549 | 0.651 | 0.564 | 0.529 | 0.563

RE 0.613 | 0.576 | 0.581 | 0.651 | 0.624 | 0.493 | 0.705

SE 0.479 | 0.561 | 0.535 | 0.571 | 0.583 | 0.594 | 0.436 | 0.501

SEV 0.521 | 0.784 | 0.734 0.67 | 0.610 | 0.692 | 0.516 | 0.504 | 0.423

SUSC 0.634 | 0.761 | 0.816 | 0.692 | 0.652 | 0.653 | 0.580 | 0.601 | 0.452 | 0.815

Resource: Responses analysis

4.4 Assessment of the Structural Model

The research outcome related to assessing the significance of the relationships across the research model are
depicted in Table 5 and Figure 1. As illustrated in Table 5, the R? values of 0.479 explains the variance in CPB that
is influenced by managers’ information security intelligence Procedural Information Security Countermeasure
Awareness, protection motivation dimensions were above the 0.26 value as suggested by Cohen (1988) indicating
a solid model.

As for the effect of protection motivation dimensions on CPB, the results indicate that protective behaviour (CPB)
is significantly influenced by perceived threat severity (B = -0.093, 2 = 0.006, p = 0.120), perceived threat
susceptibility (B = 0.237, A= 0.037, p = 0.001) and response efficacy (B = 0.241, 2= 0.048, p = 0.001), while no
significant effect on self-efficacy (B = 0.079, 2= 0.007, p = 0.130) and response cost (B = -0.076, 2= 0.003, p =
0.167) (Table 5).

As for the effect of PCM on protection motivation dimensions, the results indicates that PCM is found to be a
significant factor in influencing perceived threat severity (B = 0.634, 2 = 0.672, p = 0.001), perceived threat
susceptibility (B = 0.709, f2=1.010, p = 0.001), self-efficacy (B = 0.460, 2= 0.269, p = 0.001), response efficacy (B =
0.493, £=0.322, p = 0.001), and response cost (B = 0.565, 2= 0.468, p = 0.001).

When investigating the effect of MISI on PCM, the result unveiled that PCM is significantly and positively affected
by perceived information security knowledge (B = 0.421, f2= 0.166, p = 0.001), perceived information security

www.ejkm.com 25 ISSN 1479-4411



The Electronic Journal of Knowledge Management Volume 23 Issue 2 2025

problem-solving (B = 0.127, 2= 0.015, p = 0.009), and perceived social competence (B = 0.247, = 0.060, p =

0.001).

Similarly, investigating the effect of MISI on CPB revealed that CPB is not significantly influenced by perceived
information security knowledge (B = 0.024, 2= 0.001, p = 0.695), while it is found to be significantly influenced by
perceived information security problem-solving (B = 0.187, 2= 0.029, p = 0.002) and perceived social competence

(B =0.109, £=0.009, p = 0.045).

When assessing the moderating role of employee’s cybersecurity attitude in moderating the effect of protection
motivation on their cybersecurity protective behaviour. The results unveiled that the role of CAT on all the
concerned relationships is found insignificant except one association involving employees’ self-efficacy and its
effect on their behaviour which was insignificant. This implies that the attitude does not play any moderating role

over these relationships.

Table 5: Assessment of paths significance

Path B1 B2 t P 2.50% 97.50%
R2 (0.479)
Effect of MISI on CPB
PISK -> CPB 0.024 0.028 0.392 0.695 -0.099 0.144
PISP -> CPB 0.187 0.184 3.048 0.002 0.065 0.304
PSC -> CPB 0.109 0.105 2.003 0.045 0.008 0.220
Effect of MISI on PCM
PISK -> PCM 0.421 0.421 6.81 0.001 0.300 0.541
PISP -> PCM 0.127 0.127 2.155 0.031 0.011 0.243
PSC -> PCM 0.247 0.247 3.738 0.001 0.117 0.377
Effect of PCM on Protection motivation dimensions
PCM -> SEV 0.634 0.633 14.659 0.001 0.539 0.710
PCM -> SUSC 0.709 0.709 19.696 0.001 0.630 0.771
PCM -> SE 0.46 0.459 10.011 0.001 0.365 0.545
PCM -> RE 0.493 0.493 11.002 0.001 0.400 0.576
PCM -> RC 0.565 0.564 13.517 0.001 0.476 0.639
The effect of Protection motivation dimensions on CPB
SEV -> CPB -0.093 -0.09 1.554 0.12 -0.211 0.026
SUSC -> CPB 0.237 0.233 3.868 0.001 0.116 0.356
SE -> CPB 0.079 0.083 1.514 0.13 -0.024 0.179
RE -> CPB 0.241 0.242 4.089 0.001 0.127 0.357
RC -> CPB -0.076 -0.074 1.382 0.167 -0.181 0.032
The moderating role of CTA on the effect of Protection motivation dimensions on CPB
CTA x SEV -> CPB -0.048 -0.038 0.958 0.338 -0.151 0.046
CTA x SUSC -> CPB 0.046 0.038 0.853 0.394 -0.068 0.142
CTA x RE -> CPB 0.01 0.019 0.17 0.865 -0.105 0.115
CTA x SE -> CPB 0.081 0.076 2.036 0.042 0.006 0.163
CTA x RC -> CPB -0.06 -0.063 1.123 0.261 -0.178 0.033
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Figure 1: Research model with hypothesis assessment

When considering the explanatory power of the research model, the value of R? is assessed for the main
dependent variable which is CPB, the value of R?is found to be 0.479, which is considered substantial (Cohen,
1988; Chin, 1998; Hair et al., 2010). Further, Applying PLS predict technique to compare the prediction errors
between the PLS model and the LM model unveiled that the mean absolute errors (MAE) are less in three of the
five indicators of CPB which indicates that the research model has a medium predictive power

5. Discussion

In the current study, the presence of females in the public sector is highlighted (64.6% of respondents), this
indicates a high extent of women’s participation in the job market and economic development in the UAE context
which is a growth supported by the government policies regarding the importance of women’s inclusion and
empowerment through the public sector (Othman et al., 2025). Furthermore, when it comes to the qualification,
only 15.8% of respondents have diplomas lower than a university degree, while 44.8% possess Batchelor’s degree
and 39.4% possess Masters or PhD qualifications. Similarly, when it comes to work experience, 16% of the
respondents indicated having work experience lower than three years. This implies the need to focus on low
qualified employees and less experienced employees to ensure they possess the necessary knowledge and
awareness of cybersecurity. This highlights the need for publicizing the initiatives such as Salim, Cyber-Pulse which
are launched by the government to spread knowledge and awareness about cybersecurity and promoting
knowledge-based economy along with supporting the investments in the digital economy and aiming to improve
resilience in both the private and public sectors. Additionally, the strategies established for promoting
cybersecurity in the country such as the UAE’s National Cyber Security Strategy and Dubai Cyber Security Strategy
(UAE, 2022).

In the position category, the majority are of higher levels of managerial hierarchy, while 16% of the respondents
are entry level employees and 27.1% are mid-level employees. Considering the extent of awareness and adoption
of best practice regarding cybersecurity protective behaviour, the improvement of knowledge and experience
among this category of employees is considered essential as it is evident that cybersecurity attacks are associated
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with the lack of sufficient knowledge and experience in dealing with the digital work environment (Aliebrahimi
and Miller, 2023).

When assessing the nature of work environment, the results indicated that 19.4% of respondents already
experienced cybersecurity attacks such as losing access to data stored digitally. Further, the majority of
respondents (73.8%) indicate that they use mobile systems to perform their work tasks and responsibilities. In this
context, almost half of respondents (44.8%) conduct such activities remotely from home. This highlights the
importance of maintaining cybersecurity awareness and protective behaviour to promote safety and productivity
in the public sector. This can be improved by referring to the relevant policies, strategies and initiatives sponsored
in the UAE to ensure employees in such categories are well equipped with the necessary awareness and knowledge
allowing them to perform their tasks and responsibilities effectively and safely in such digital work environment
(UAE, 2022).

The results indicate that three dimensions of protection motivation (threat severity, self-efficacy and response
cost) are not influential on CPB. Previous literature presents that perceived threat severity as an influential factor
on behaviour where individuals seek help, take protective actions or choosing to ignore (Chen and Zahedi, 2016).
Furthermore, De Kimpe et al. (2022) report that perceived severity is a significant key factor leading the creation
of the intention to take protective action. The difference in these results could be attributed to the lack of
experiencing the actual threats when it comes to information security and protection. It is expected that the actual
knowledge of the security would results in a significantly planned behaviour towards information protection and
the opposite occurs when such language is lacked. Regardless of the reported facts that the UAE is ranked the fifth
globally when it comes to cyber safety and digital security (UAE, 2022), in addition to that, having good and
effective laws and regulation related to maintaining and developing cybersecurity in the country (Othman et al.,
2025), efforts are needed to promote the extent of embracing cybersecurity among individuals in corporations to
ensure individual and organisational compliance is achieved.

On top of that, self-efficacy significantly influences the behaviour of individuals when it comes to cybersecurity
(Edwards, 2015). It affects information security and the behaviour relevant to it (Pizam et al., 2024). Further, self-
efficacy is presented as an optimum factor that builds and changes the individual behaviour (Kamboj, Matharu
and Shukla, 2024). The inconsistency of this results in the aspect of the current study could be attributed to the
status of lacking the sufficient level of training and awareness of the effect of the threats on their personal and
organisational performance. Hence, believing that the organisation is the first protector of their information
regarding cybersecurity may make them expressing low level of self- efficacy when it comes to protecting their
personal information at workplace. The availability of the strategies, initiatives and regulations related to
promoting cybersecurity in the public sector in the UAE does not necessarily imply that all employees possess the
determination related to utilizing cybersecurity to avoid any relevant threat while working digitally. This also
highlights the need of corporation authority to maintain a closer look in monitoring the extent of capabilities and
determination among their employees across different categories to ensure that the level of their skills,
capabilities and determination is compatible with unpredicted nature of digital work environment.

Response cost is a proven negative contributor to the intention and behaviour regarding information security
(zhang, Zhang and Jiang, 2023). According to Mills, Todorova and Zhang (2024), the high level of response cost
triggers the action to use specific tools in the domain of information technology. Gillam and Foster (2020)
concluded that perceived response cost is a significant predictor of risky cybersecurity behaviours among
employees. Further, the perceived response cost leads to changing the individual behaviour and actions with
respect to cybersecurity protection (Woon, Tan and Low, 2005). The absence of its significance in this study could
be attributed to the lack of occurrence of the threat as well as the awareness relating the measures to be taken
to conquer potential threats in cybersecurity and information protection. Therefore, when the response cost is
high or low, it would certainly affect the tendency or behaviour in the organisation towards information
protection.

In the same vein, perceived threat susceptibility and response efficacy are found influential on CPB. Fan et al.
(2024) stated that the individual threat susceptibility is associated with appropriate online security habits. Safaei
and Head (2024) argue that improving the human computer interaction can help in mitigating the threat
susceptibility which could contribute towards enhancing the adopted protection behaviour. Further, Ribeiro,
Guedes and Cardoso (2024) indicate that the more ability of the individuals with respect to cybersecurity threats,
the threat susceptibility gets reduced which implies improving the personal abilities in this aspect.

Mwakatage and Golyama (2024) reported that perceived response efficacy significantly shapes the attitude of the
individuals towards action or prevention. According to Mills, Todorova and Zhang (2024), the perception of coping
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and response efficacy helps in understanding how to cope effectively towards the threats. Further, Choi et al.
(2024) argued that response efficacy is associated with the uptake of actions when it comes to using technology
in response to emergencies. According to the theory of protection motivation, appraisal is necessary for threats
as well as for the coping abilities and strategies. The UAE public sector has a significant infrastructure with
technology and information system which is considered effective in facilitating such evaluation related to the
threats and coping strategies (UAE, 2022). Compliance to the national strategies promoting cyber security is
considered an essential step towards nurturing protection motivation among employees in the public sector (Al-
Kumaim and Alshamsi, 2023). What promotes this motivation among employees is the focus on training and
regular monitoring within the organisation to ensure best practices regarding cybersecurity are embraced by them
(Al Neaimi and Lutaaya, 2018).

PCM is significantly associated with all the dimensions of cybersecurity protection motivation. This is confirmed in
previous research as the literature presents evidence that procedural security countermeasure awareness
positively influences protection motivation components, except for self-efficacy (Humaidi and Abdallah Alghazo,
2022). Further, Hassandoust and Techatassanasoontorn (2020) argue that procedural security countermeasure
awareness positively affects response efficacy, response efficacy and response cost. This is also confirmed by Oruc,
Chowdhury and Gkioulos (2024) who concluded that the lack of awareness leads to the occurrence of many
cybersecurity attacks. However, along with lacking the awareness, the lack of policies and practices are also
associated with the protection motivation (Sultan, Laias and El Saiti, 2024). In addition to this, Alyami et al. (2024)
confirm that gaining education and awareness with respect to information security is considered effective in
promoting the tendency in organisation towards cybersecurity protection. This requires regular improvement in
the awareness process Shakti and Hidayanto (2024) in order to ensure that the awareness remains at a good level
to promote the activities of individuals in organisations towards information security development Indrakusuma
and Hidayanto (2024).

In the context of UAE, education and training are considered the major factor to promote encounter measure
awareness among individuals regarding cyber security threats and attacks. In the aspect of education, educational
institutions in the UAE can play a significant role in shaping the extent of knowledge and awareness among
graduates about cybersecurity and the challenges associated with working in a digital work environment. This role
can be guided by the national strategies launched to promote cyber security in the country (AlDaajeh et al., 2022).
Based on this, graduates could be prepared to be equipped with the necessary knowledge and capabilities that
positively contribute to the motivation of employees to adhere to the best practices related to maintaining cyber
security and preventing its attacks and managing its challenges (AlDaajeh et al., 2022; UAE, 2022; Aliebrahimi and
Miller, 2023).

When it comes to the role of knowledge and awareness in triggering the motive for information protection,
knowledge sharing promotes self-efficacy among employees (Islam and Asad, 2024; Islam et al., 2024). Further,
knowledge and awareness improve the threat undesirability which is proven to be influential on protection
motivation (Mady, Gupta and Warkentin, 2023). Finally, training and education can promote the protection
motivation among individuals (Khan et al., 2023).

The three dimensions of Managers’ Information Security Intelligence (MISI) have significant and positive effect on
the Procedural Information Security Countermeasure Awareness (PCM) of employees. This is consistent with
previous literature. The support of management with respect to policy and problem solving can play a significant
role towards building information security culture which in turns form the intention and behaviour of individuals
towards cybersecurity protection (Tenzin, McGill and Dixon, 2024). Further, the activities of managers with respect
to monitoring are helpful regarding solving the challenges that hinder the activities of cybersecurity protection
(Ahmadi, 2024).

Alghazo, Humaidi and Noranee (2023) demonstrate that the dimensions of information security competences
significantly influence the PCM among individual. The study done by Kim, Hovav and Han, 2019 has reported that
perceived information security knowledge (PISK) and perceived information security problem (PISP) solving
significantly influences PCM.

Similarly, Kirwan (2008) report that MISI is a significant factor in promoting PCM. However, the literature presents
a different point of view when it comes to perceived social competence (PSC) which was found insignificant in
affecting PCM (Alghazo, Humaidi and Noranee, 2023).

Therefore, the competencies possessed by managers can play a significant role in their awareness and knowledge
related to information security. This implies that the development of the abilities and skills of the managers can
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lead to developing their knowledge and awareness measured dedicated for information security. The
cybersecurity protective behaviour is not found significantly influenced by perceived information security
knowledge which is inconsistent with previous literature due to the lack of the sufficient knowledge and awareness
that could have an effect on the protection motivation. The literature presents evidence that the managers
abilities regarding knowledge and problem solving are considered influential when it comes to taking actions and
behaviour (Korzynski and Protsiuk, 2024; Nguyen et al., 2024).

Improving the capabilities of managers in the digital aspect in the UAE context is essential to avoid the negative
effects of cybersecurity threat. When considering the aspect of the organisational that have already experienced
cybersecurity attacks, the role of managers skills and capabilities should be considered in a more serious extent
due to the role that can be played by utilizing the skills and capabilities among managers in implementing the
guidelines and recommendations highlighted in the national strategies and initiatives targeting the promotion of
cyber security awareness and best practices associated with maintaining safety and productivity in the public
sector (AlDaajeh et al., 2022; UAE, 2022; Aliebrahimi and Miller, 2023).

In addition, the results showed that cybersecurity protective behaviour is found to be significantly and positively
influenced by PISP and PSC. The result is in line with previous research (Zwilling et al., 2022; Butera, Dompnier and
Darnon, 2024). Previous research indicates that the increase of the PSC leads to increasing the adoption of CPB
(Carroll et al., 2020; Ozerk, Ozerk and Silveira-Zaldivara, 2021; Zwilling et al., 2022). Social competences and social
support are significant in promoting the behaviour of individuals (Sinha and Sarkar, 2024). Further, the social
competence and social influence are significant in improving the achievement of goals (Butera, Dompnier and
Darnon, 2024) which can be applicable in the aspect of information security. According to Zwilling et al. (2022),
even though individual possess the knowledge related to cybersecurity, they are found to apply only minimum
protection measures which are considered common and simple to use. Furthermore, when employees possess
the required knowledge, awareness and competences, their behaviour towards applying the procedures improves
(Lietal., 2019).

The moderating effect is unsupported in this study which is inconsistent with previous research. The literature
presents evidence that the positive attitude towards cybersecurity leads to less perception of risky behaviour
(Hadlington, 2017), which is also associated with adopting certain protective behaviours. This iterates that the
change in cybersecurity attitude among the employees does not have an effect in the role played by protection
motivation in the behaviour of induvial regarding cybersecurity protection. Expressing attitude towards
information security influences the decision of students to protect their privacy on social media (Sales et al., 2024),
this is also confirmed by the argument of Baltuttis, Teubner and Adam (2024) that higher attitude affects the
decisions towards information security protection is more common with the experience of working with
information security domain. When the cybersecurity attitude is low, the association between protection
motivation and protection behaviour could be rendered to a low effect association (Lechuga Sancho, Martin-
Navarro and Ramos-Rodriguez, 2020; Sun et al., 2022; Koloba and Surtie, 2023).

The enhancement of attitude towards cybersecurity among public sector employees in the UAE context is closely
linked to raising awareness and education, particularly within educational institutions. Implementing managerial
development programs for the public sector employees can significantly improve their understanding of the
country’s cybersecurity strategies and policies, encouraging better compliance with practices related to CPB.
Additionally, on the job training plays a crucial role in fostering positive attitude among public employees,
emphasizing the importance of cybersecurity in maintaining a safe and productive work environment. Research
by Al Neaimi, Ranginya and Lutaaya (2015b), Al Shamsi (2019) and Ismail and Alrabaee (2024) supports the view
that continuous training and education are essential for promoting strong cybersecurity practices among the
employees.

5.1 Research Implication

The study implication is summarised by providing significant evidence for managers and authorities in corporations
within the Emirati context by setting strategies and policies that are dedicated to ensuring the protection practices
that contribute to the performance improvement among individuals as well as corporations; identifying the
chances for improvement when it comes to information security protection; and utilising digital assets of the
organisation for better protection. Policymakers can utilise the research outcome to address organisational and
individual cybersecurity concerns by incorporating cyber threat severity awareness into a wider and national
campaigns to promote security protection. The main rule that can be played by policy makers is to ensure the
implementation of the established strategies targeting safer work environment in the public sector through
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ensuring the compliance of individuals as well as organisations in the public sector towards having safer and
effective work environment in the UAE.

Managers and executive should utilise the research outcome in fostering a culture of continuous learning and
improving personal abilities for the purpose of mitigating susceptibility and protective behaviour improvement.
Managers can support the development of knowledge and awareness about cybersecurity among themselves and
among their employees. The first necessary aspect that can be embraced by public sector managers is to engage
in managerial development programs to ensure they are aware of the best practices to maintain security measures
to ensure a safe work environment in their administrations. Furthermore, managers can enhance cybersecurity
knowledge and awareness among their employees by supervising on-the-job training sessions and programs,
particularly for those who lack experience or understanding in dealing with cybersecurity threats.

Finally, policymakers should address organisational and individual cybersecurity concerns by incorporating cyber
threat severity awareness into a wider and national campaigns to promote security protection.

When considering knowledge and awareness, educational institutions can play a key role in promoting the
knowledge and awareness of the public towards cybersecurity and its importance in maintaining a safe work
environment. Universities can utilise the outcome of this research in initiating managerial development programs
for the employees in the public sector with the coordination of the relevant public institutions to ensure that the
level of knowledge and awareness about cyber security and its threats is well maintained among students,
graduates and employees. This is considered effective in improving the caution level among employees in dealing
with responsibilities and tasks conducted in digital platforms in the public sector.

Theoretically, this research extends the theoretical understanding of the role played by the skills and abilities of
managers in driving both the awareness as well as the behaviour of employees in respect to cyber security. The
contribution of this research towards knowledge and theory is summarised by highlighting the role of support,
awareness, managers’ capabilities and resources in promoting cybersecurity in the public sector within the UAE
context. Similarly, the individual’ attitude and perception does not emerge as a key contributor towards promoting
cybersecurity within the UAE context.

6. Conclusion

The study assessed how protection motivation promotes cybersecurity protective behaviour through measuring
the aspect of employees in the public sector in the UAE. The study highlighted that perceived threat severity and
perceived threat susceptibility should be improved through actual knowledge and experience to shape individual
skills towards enhancing cybersecurity protective behaviour. Moreover, the importance of cybersecurity
awareness in promoting protection motivation is highlighted, such awareness can be fostered through utilizing
managerial competencies in the organisations. The study highlighted that cybersecurity protective behaviour is
dependent on enhancing the managerial capabilities, awareness and motivation among employees towards
embracing cybersecurity best practices. Finally, the attitude of employees towards cybersecurity may not be a
fundamental driver for employing their motivation towards adopting cybersecurity best practices.

It is concluded that the attention should be focused towards enhancing the knowledge and awareness about
information security, along with competences and skills of managers promoting the protection motivation factors
and that leads to improving the cybersecurity protective behaviour among employees. The study recommends
conducting educational sessions and awareness programs with respect to information security and protection;
setting clear strategies as well as objectives related to employee information protection through using optimum
tools; and coordinating the effort between the organisations with their employees with the governmental
institutions in order to ensure that cybersecurity policies and practices are established.

Regardless of the effort made by the researchers, the study is still limited due to focusing on the listed corporation
in Abu Dhabi, hence generalizing the results should take into consideration the shared characteristics; targeting
managers and administrative members in such companies which creates a gap for further research to be widened
in respect of sample and population. Further research can include organisations beyond the listed companies,
further, comparative studies between the public and private sector can bring different insight contributing policy
and practice. In addition to this, qualitative research method can be employed to investigate the perspective of
managerial experts in organisations about managing cybersecurity attacks.
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Appendix 1: Table

Managers’ Information Security Intelligence Skills (MISI) - Adapted from (Kim et al., 2019).

Perceived Information Security Knowledge

PISK1 Senior managers of my company know about information security.
PISK2 Senior managers of my company understand information security issues.
PISK PISK3 Senior managers of my company are trained in information security.
PISK4 Senior managers of my company understand information security management.

PISK5 Senior managers of my company understand information security impacts.

Perceived Social Competence

Senior managers of my company operate an open-door policy.

PSC1

PSC2 Senior managers of my company ask their employees questions.
psc PSC3 Senior managers of my company have good communication skills.

PSC4 Senior managers of my company capture all views.

PSC5 Senior managers of my company engage people at the floor level.

Perceived Information Security Problem-Solving

Senior managers of my company maintain a balance between information security
PISP1 management and its costs.

Senior managers of my company make decisions regarding the company’s information

PISP2 security after consultation.
PISP
Senior managers of my company are ready to understand information security
PISP3 problems.
Senior managers of my company make informed decisions about information security
PISP4 problems.
Global Gl Overall, senior managers of my company have a good information security skills

Procedural Information Security Countermeasure Awareness (PCM) - Adapted from (Simonet & Teufel, 2019)

| recognize that safe security practices are needed to deal with cybersecurity threats
PCM1 and risks.

PCM
| understand that following safe security practices are essential to protect my firm
PCM2 against cyberattacks.
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| have the knowledge and capability to recognize and respond to cybersecurity threats

PCM3 and risks.
PCM4 | am mindful of the cybersecurity threats and risks | face when doing my job.

| recognize that | have to take security protection measures to protect my firm’'s
PCM5 information assets against cyberattacks.

Cybersecurity Protective Attitude (CTA) — Adapted from (Hadlington, 2017)

| think that management have the responsibility to ensure a company is protected from

CTA

CTA1 cyber crime.

CTAZ | am aware of my role in keeping the company protected from potential cyber criminals.
| believe everyone in the company has a role to play in protecting against threats from

CTA3 cyber criminals.

CTA4 | can help protect the organisation from cyber crime.

CTA5S | have the right skills to be able to protect the organisation from cyber crime.

Cybersecurity Protection Motivation (CPM) — Adapted from (Mousavia et al, 2020)

Threat Severity
SEV1 If my information released to unauthorized people, it would be very bad for me.
SEV2 If my information released to unauthorized people, it would be a serious danger.
SEY SEV3 If my information released to unauthorized people, it would be significant danger.
SEV4 If my information be available to unauthorized users, it would be risky.

Threat Susceptibility

SUSC1 My information is at risk for being released to unauthorized people.
It is likely that my information will become available to unauthorized people.

SuUSsC

suUsc2

SUSC3 It is possible that my Information will become available to unauthorized people.

SUSC4 It is likely that others get access to my information without my permission.

SUSC5 It is probable that others get access to my information without my permission.
Self-efficacy

SE1 It is easy for me to use privacy assurance mechanisms.
SE SE2 It is convenient for me to use privacy assurance mechanisms.

SE3 | am able to use privacy assurance mechanisms without much effort.

Response Efficacy

Complying with the information security policies in my organisation will keep security

RE

RE1 breaches down.
If I comply with information security policies, the chance of information security
RE2 breaches occurring will be reduced.
RE3 Careful compliance with information security policies helps to avoid security problems.

Response Cost

RC

RC1 It is inconvenient to check the security of an email with attachments.
RC2 Changing the privacy setting on social media sites is inconvenient.
RC3 Backing up a computer regularly is inconvenient.
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Cybersecurity Protective Behaviour (CPB) — Adapted from (Li et al, 2019)

CPB

CPB1 | keep the anti-virus software on my computer up-to-date.
| watch for unusual computer behaviours/responses (e.g., computer slowing down or
CPB2 freezing up, pop-up windows, etc).
CPB3 | always act on any malware alerts that | receive.
CPB4 It is inconvenient to check the security of an email with attachments.
CPB5 Changing the privacy setting on social media sites is inconvenient.
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